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5 ZLffiftW 

^ibSltfUSriS^"^* (DRM: (Digital Rights Management) 
$HTv>5 0 DRM©Wi:Lt, fljittf, H#m^, BSC, g±i§?>3*±^* 
|n]|lfl3§ LfcUD AC (Universal Distribution with Access Control) &&lf 

15 UDACO±9^DRM^gt5^ 3yfy«©t^!)r^+ 

(Tamper Resistant Module) t "T 5 £ * 6 0 (£AT> DRM£T 

RMi:t5^tS:DRM©TRMjbi:V^ 0 ) 

p B pt-^i^«$^5TRMft!:il *#<#t7T^-K!7*TTRMRU<y 
20 7 b!>s7TRM02oO»fc5o 

25 **fcv^-K«r<WfHJi4«a»-^**ft^ *<0 3-K*r*fr©WHfc 
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1. K")x7TRM©BSI 

RL (Certificate Revocation List) Sr|B^-t"5^S^£^^C# $ £:t£3S Lfcl> 
^"n*^ n y7flJffl^#lrX rML (extensible rights Markup 
Language) LfeV^^* ifKWU A-^x7TRMtMT^i^, 

A-K!>x7TRM|:(mffltt^^\ 

20 • £^Sr^FO?H J ffiCPU^yy p ±^-etL^H^yy b^^TSrW^ • 

2. b^TTRM^H 
25 WUT^yy h^aiT^/£»tT*^a^S^^Sr^o{tlil-t-w < i:^x-#5 0 
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• K^iTICE (In Circuit Emulator) trffi l^*U3*3£fTl*l^ & h 1/ 

5 mm<Dm^ 
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sr.fcfc.fc0, f£*£0£^&ft±£tfsr.fcasBTtefcfe5. 

£<bfc, Sfc, ±ia«P:fc«JMS11Wu ^-if^#^tfc^a:^A,bfc>9-t-6 
r.fc^#/j:v>j»*#/<y7TSrJEfcflix., HiffE=- Kfcf-flttt, mtzm&m 

fcfc, =-Ktt#«Sr^fc»«P"r5r.fc*SBrffifc^5o 

rrt% «IEB*»/<!y77tt, ^W^JhWax^^ry^* 

SSnsrfcfc L-Cfc«fcv\, r*Lfc«fc»K HufB^^m^iSfc, feWf^-?? 

15 ^7Afflfc*3V^-c^>f-fev^Sr^«i^rtBfc-t-54i^-efcoTt>, ?¥iH^:«Efc«fc 
5 ^*<D^IE= tr— ^I^ih-rs r, fc # "TfEfc 45. 

20 WTK^^fcHillE^^-yM^^OT^ir^ 3M£ fc 5TLB 
(Translation Lookaside Buffer) fc. ^Uflfg^ ^^v^fc. 7° 
n-fey^=ir*r5E»c#^.« «fc 5 fc«J*bTt>«fcV\ r.O«ricfc*3V^-C, milSft 

5Sr^>>7rfiBtriaT lb fc y Btfta^^y fiftn n&iEsf-sHfc 

25 y^i^OT^ir U £<bfc. StrlBI^^y 7rfrb, buI2t« 
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5^*y««*»b, *<D**y«#fc^i-5=-K£^££ft5te©=»- 

^©HfT^ n -fc ^ ^ £ _hfSft&<£> * y fcJfcUltt: T * ir * ftv > £ £ £ ft 5 = 
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T^-fer^-rsr ir&gUJ-TSr £tt*im£*Zo 

J:5^huIETLB^I3:^L., E.o, IffilEf^li^ — ^ Ha -^Hb"t" 3 ]/t £> <£> = — K 
15 MffltS J; 9l^lB»^77 7^t5wi:i Ltt>J;v\ 

20 ^TZftm^tzfrfbmn-rzWi&xjbixh. i^m^cx^±iz?t^vmm 
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03 4(4, DRMV7 h 1 ? x.T"£i?*.~-/l'(Dffi%£^r t /U<D-M$:^-$-mX*h 
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1113 5(1, ^7^^TDRM131 ± o TtTi?tl5&ISr*t7 b -f t- h (* 
©1) T*fc5 0 

CO 2) -C*>5 0 

03 7(1 f3-yDRM(aoTftfctl5Sai^t7Q-ft-b 
Ol) T-fe5 0 

03 8(4, T3-^DRMiaotfT^»Tf7n-f t- F 
10 02) T-feS„ 

0 3 9(4, T3-^DRMiIJ:o-ClT}5tl5&l^t7n-ft-}- (■£ 
03) T'fcSo 

04 0(4, f?^T^y y-i/s VJJIJ:o-CfT*?HSAQ!31Sr^-t-7n— ^ + — 

15 04 1 (4, ft«flMR&||£& • *3Si-5^C*r*-rBa"e*,5. 

04 2(4, 9J±^xWm<Dtzfr<D**VT?±X<D%tt7jk-fmX*foZ> 0 

04 3(4, m2mnj&mK&t>5GT&m^5cpij<Dmi$.mx*&5 0 
04 4(4, ^2^ws(-*5(t57 / n y^<Dmm^-tmx'h^o 

04 5(4, ebim&4T~hZm&<D7vy?(DfflmZ7jk~fmX-$>Zo 

20 04 6(4, &m7*y?±^**iz£^xftfrnzmm&7j<-r7T2--?-i r -- 
hxh% 0 

04 7(4, /Nyv' a iy^y(Cj;oTfir^tL5^I^t7n-ft- hX 

04 8(4, ^yi/i^ac^TJfCtoTfTtJnS^SSr^-r^D— hX 
25 <5 Q 
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04 9fi, NOP<Z>&gKoV^ffc9H-S0"T?fc3 o 

1115 2(4, GT£, ^-yt/i/ 3 ^^ a -^xfi!7- ? XT — iXa ^KH^ 

*&mi*. CPUIMTRMil^fSlPiar), CPU^ tfL/Btt 
MttHBSr^^-TSCPUS: TGeneric TRMJ £V>V\ GTiB&^fS, 

GT©*fig^ov^SftM-t-5S(rti: N GTi:, ^GT|:<J:oTllff$tL5y 
7 h**T<D?UffiK^t£0V>Tffim-<5. EI lie, GTmtSCPU^s/ 

DRMglCft, f=-^DRM3 OS^f-f 7DRM4 O^t 
PKl7>f^7!)Il:ii, PKl7^^7y2 0^ti5. x = - 
^DRM30, ^7^7DRM40^t;PKl7^/7!J20li, OS 
(Operation System) CO— T? $5-5 0 
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PK I =7 4 7 =7 V : 

•WM<DPKU (Public Key Infrastructure (X. 509)) JJ 
5 7 1 7*4 TD RM (Virtual Media DRM, Trusted Server DRM ^"tiTt?) : 

• UDAC-MB/LB/PI fEU • 7 "fc W3$IbE 

■ i? : MB (Media Base) % PI (Protocol Independent) > 

10 GT m-?<DmW£ if 
f=>-^DRM : 

15 • fijffl^j^tg&^smBg 

SI 1 9 t> ^DRM3 0M4 0I1 y7h>>xTi tTH^^tl, 

A-K^iTi:Ltil^5©X'«:^\ G T 1 0 liC P U £ ttl 

i^tlS. GT10 (CPU) tts DRM30W40, PKI?^^^ 

0 2U:*H-J: 5 OSCIt ±ijgOPKI 7-C7'7 V 2 O, f^-^DR 
M3 0St>7f-f7DRM4 Ottit, OS*^V6 OWf^^ K7 

25 *5fc*i:£<s^y7 h^r-efcSo 
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TzrVfr—isa^^ :©OSi«t5 ( 0*19, GT10±t*il DR 

Mm^m^^tz^mrzfV >r— >a >t kt>\z* lfefe<z>cpu±-cf8iH-3ffli 

<DT7V fr—i/a >i>mW>-i-% 0 ^<DXoK, GTlOft, —jR<D 3? 

os*-^6oit t£5fero»f^^j!nix., GTio^fcv^-c. y^E-y 

10 Srtlt GT 1 OOt^aDf -f^f SrRtf$/M OS*- 
^/i/6 U 7^*— ;^$Ltv>5i^ffcotfc, GT 1 O^X 

73-yDRM3 0, ^ f'^7DRM4 O^-tl^DRM^^^ PK 

15 y^-v-s^^. GT10±T*M$il5GT^i3-Ki:tTlIt, Mfr 

t?# 5^v^5tt«^fcofc„ b*>u «swKj:ftfi. gt 1 0 sao-c^i 

20 $tL5DRM77 M^aT*^* — /I'Sr&ZIH-S^Pfc «fc t) . DRMy7h7x 
7^'7 a -;H:A-K!?aTTRMt*^l:4x.5$Hii: UTV^o 

Mtf s £>ofc^ GTlOiatlfl DRM77M>x7^iltV^fc*. 
*tBW<C*t«fcf4, GTl 0^tt5CPUdI^Pt5M(ii<> D 
25 RM77b^x7©^3y7 7^J;oT^t5Wit?fc5o 
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DRMM^^tt, UDAC-MB (Universal Distribution with 
Access Control-Media Base) U D A C - L A, UDAC-P I^ft^fKDT- 

«*Lfc»*© (ebim=0, 1 K-*-*^) , GTl*l«OHK^n 

GTl Ott, ^tyfnTl i % 1^**5,^1 2% t*-**^*^ 
1 3 N ^MMU (Memory Management Unit) 1 4, f^^MMUl 5, fff^ 
x-^V'l/l 6§riix:, RAM (Random Access Memory) 1 7 ftTl^5 0 
*^WI:ife5GT 1 0©»loat, K^n vy^xiix-^^ 

^> 1 6 £ffll>TR£^-fc£ftfc = - K^n 5,^^^ n yf&'&^-LX 
*»&GT 1 Ort^ ty ^ i 2Xf±l 3»C««fU r-iJ'^yi/a 1 2 
^bRAMi7l:Mf-^lrW^^ **x^>ie*ffi^tt 

*1\ RAMI 7a>feA#Sixfc = -K:/P5,*Wt, /nt^rns 
mMMU 1 4IC iotfttt^t a - K^b (KT, fc* = -K^n 
s^irV^) Xtt¥X = -K^n y ^©v^nT«>5^WiiJ$H*. RAMI 
7i»&AAShfcr-^D^|4, Myfari lMf-^MMUl 

{i¥^Cx - * -7' b y ? <d V ^ tLT* & 5 A^aftBij $ ft 5 0 
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5<fc 5* ^ft^Xtfo^MMU 1 4^.t>*x-^MMU 15HRAM17|I^L 

* fes 3 — n ^^Mf-^ ^n.^ ©££14 5 © 
GTIOCW ^f-^f-^tr>al3^bRAM17|I 

^©fc©^ £1\ 7*-^*t JX'> a 1 a^bf^^^Pttxys;^ i e 

y^^H^tia^t^^^ny^-esba*^*, TLB (Translation 
Look aside Buffer) (*g|^ fftft) Hi^trct yfnTl lfc«fco 

©«#IC/BV^« Kc Kd GT 1 0 rt©fflF^>^^ 1 6^GT7^t 
^SrfttSriiaotll^ (JKT, TRBrTamper 
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Resistant Buffer t\^o) (*EI^ W&) Kftlft&ft-CV^o 
#^MMUl4i:7-^MMU15(t H 3 l£*3V^ SU>«r (D~fn *y # b l> 

±!B©J:5K, gti otatifi *+y>3.©mA«9 p-ent^-fb^n^a 

*M$TtrfcV\, Lrt»U GTlOiatlli, RAMI 7 Hf-^ft£*i fc=* 

3&*>\ GT 1 OfC^driry^aL 1 2tfMt;tfe;ft.&l>4§£\ GTIO^CR 
AMfcJfcfcKtt. ^TO^fT=i— KSrrtlfS-C«#bTrt$p©RAM«igc{;:«# 

ttfiW3*;S5T?#3 0 GT 1 0Hf-^^^>^ 1 3^itf.tl*V^ 

»£\ GT 1 0©WlCRAMfi^lt, ^IW^It-^^GT 1 



a*7-* % uzsx ? \zfem-rzm&\aL ^mn^<oyn±^u^h^^ 
~i?^~zfsi'<Dft&&m&T LBiz&v&tsffiia^ muw%%-ik^®>n, stria 

4*J % TLB©rt*o»*Srf^jifc-t-ajRl;:ttffl$i|x<5»4Mi, &tW*»/< 

=£g -5 -^/Uf 1 C P U JC*5 V vc\ *ty*/art O SrSSe^^ S 

<0 7 >T * ^ 7. fcfc #-f 5 * <fc D m 2 (D M £ «tF *Hfci" 6 BK fcffl ^ fe ft fc $ 
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5 will au <D/n^7 Ao^ff^r-r^^^^^. mmmKnyw? 

-KHf#«tcJ:o-Clit-^fkSn, ^l/n^7A^LT, M1B=— Kit* 
'H«tJ:o-Clt#fl2'$n*:9>f"t^iS#«U H5lE^^»^g^|ff|E^g| 

25 •?*y ; 7j»&mft-t-5mi£. m&yj-ti'x&mfctt'&mn&wiz&^s atr 
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#x.5 = >-t 0 ^ — ^jc*3V^HfT*n5^o ^7 -^Sr&jsJH - 5 7*n^7 
25 El 1 « N as*x<y4r— S?y 7 h **7<0#j;BH«*7^«:^0T*>5. 
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m 3 n i n^s^t? s g t %n?ai-s c pu«@f$)^ 

11411, T R B F*K£>#fT<^ —A' K^«/&£*M-mT?;fcSo 

0 511 TLB fy<D&ft<Dfcm7 -i — A- K<Dfl|/&&7F-t-m-e£> S D 

EI6J1 FRT— ^^^^^co^^^oV^T, T L Bf*l<£) :7^—/^ K<7) jit i: 

m t r ? n *mt&(DMfc*^i-mx-h s 0 
m 8 fi ^it*-"r—-7;\s(Dmm*7F-rmx*-bz> 0 

Ull OH, T R B s TLB, Bf-JHb^— ^/k&t)^— v 5 ^— Zf/l><Dm& 

aim. trss77 y*&mi-5 y << vom&v— mz^-trnxh 

So 

H!l 2(1, RAC7<D&ft<Dy j—/\sYm&<D—m*7F-tmxhz> 0 

El 3I1 R S S L ^v?7 ^ ©7 ^ KM<^-0i|5:/Ttit'fe5 o 
KUfT^ n ir ^ * T ? ± x -f S m<D V ^— &7jHH] X £> S » 

015H gt i o±x{%my*v^xdmft-fzm+&7jk-i-mxhz 0 
mi 6(i % GT(DMm&mw-rz>mx&z> 0 

mi 7*1 GT^-r-fc^^^^nltg^T^-fer^lt^fe^liPS^^-t-mT- 

$3 So 

@i8ii ±m<DGTmm^m<D~ g&^-r^n— h-c*$>s 0 

M&Tjk-i-mxhZo 
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02 on &m k©d- k t mn^m, Rvti&m7*-?(Dmmtmmz 

5 02 2(1 -7x2±y9-=*Tfr£oXffk>HZ>ftm=* — VRXt&mv*—'!?^ <D 

#=xaij:ovvcr?ih-<5Bi-cs>3. 

0 2 9(1 »^*=i— K««J0»l^a^«tSitS3^^^^iET^'fe^B&it 
<D £> #ij ^^-f-0 x* £ o 

03 OH OS*- */l<\c£Z)i%m=i>'r*X h$3Y)Wx.#?<D^'—fr>*<V 
20 — M&Tjk-fmXfoZo 

03 in Km?*— ?mi&<D&&<D— m^-rmx^o 

0 3 2(1 /kd^ie, t«:, {fcmx-*^&*W#MI<z>iS!^ 

|iI(cov^^i-50-efc^ o 

0 3 3(1 im^^W^^^A^-zV^R^t^WLfc^co^S^-r^n 
25 -ft-bt'fc5 0 
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ft*5* ^t^>al 2M1 3 fcRAMl 70^C, ?jt©n-K^P-7^ 

yfnTllIt iW^y^W^ (0,Ts TRSSiV^) 
15 U^^7^t^3yFn-/l/f-^KWT, RACTM^) S.tft/v 5 * 

^Wi?^^rt©7>f-^K^|B»Sn5. ^tyf = 711lt TRSS7 

yfanili, RACT^fflV^ U^X?(Dm^&TfM1fr&ffl'ffl-t'Z° * 
25 fc, Sbfclx l^^^^^fn$tL'CV^(D^^^$tL-CV^^^ ; S:^-t"'lft^f*- 
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r s s l i-^^cii$n5, w^ir^^ > h^mRxfw^mn^xf\c 

r©,):?^ GTlOii, TRM^Lfc 1 n y Y<DC PUSrJS^Tim^ft 
5 Q ^LT, GTlOlt GT10lfift5> DRMV7 h^iT-tv 5 * 

J£/.T\ TRB, TLB. TRSSI/v 5 **, RACTOTSSLl/^^ 

10 TRBft, ^n^^An— K (-T h^^v-a ^<^)il^) £«-5§"r 5 7ttf> 
<Dil Kc RXf^-f&m^ik/'&^ik-tZ^ Kd ^Sr^-TSo ft*3, Kd RXfi 

Kc z&ttxyy hV^Tvg^k^o^hhz* trbii #-^/we— K 

^*itSrto 0 TRBrtt" Kc Kd 3 teK<Z>S*»Jtt Key ID 

15 TfTfc>*K TLBrttCfc y Lfc^ffiBSrTOJ-r5 Key ID £rj$o 0 Z.<D 
Key ID Sr/B^T. TRB£TLB<SrU 9 £-£5 0 

n^77^ cl. «SKS'J1f « k id, Hf-H-ll key, #mg=r — K«l ackey #. WJ 
20 ^I7K^ eadr §©7^- /!✓ K«r£t?. ^fc, rnb©7>f-/UKOt 

^te??? p fi, TRB^^r*fc5^il^)T-$)S^$:7F-r7 7^-e& t 9, 
(1) t*fe5i^ TRBWK'fc^ri^to 
25 ^$pm^Jh7 7^uott, *<Dft<Dft&&9$Jlri[:*c— ?-ZfMZ\i\Jl^Xh 
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^w^$n*v>„ fiu «anmi:ut:«Mf* p. uo s ci &t>* 

»tt#S:-C*>5, Bt^k^—T 1 — ^/Wcov^"C#U< tt^i-5o 
*tr>».oy^77^ cl ft, -mSiJtft *B kid J; o TftJfcSHfciteHI* 

^"^ (i) "C'feS 

^(1)-Cfc5i§£\ &<0 2o<D^-K&1SO!J#*.S«a&&3Efc:GT 1 OKfil*. 

(b) ( = *) dft s/ i/af t^lf-^ WCEiltS^- K 
15 (a) f±fl«?*-*fcB^S«*%'>fc< U #* ' ««W«rb*^r. 
^T^S^SrilfS^^fc^^^^^Jffi-t-Sr^^-r-^Sc (b) te*0> 
SttfBft ±£»!#-C*# 5 ftSHft&0 i"*/H***> ZZbbteZo 
^»J1f#&kid tt, «Sr»Ji-*««-e*>9. TLBi:TRBS:!)^$t 

^^a-K* ackey tt, y y^fS^CT^t^ plWi^nt 
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ft<DmW\tim kid tlUC kid £r£t? T L B *><7>tTT\ ^##SrfflV^"Cj& 

tttfie=i— Ktt ackey tt. flh.^ttS.tJ 5 g ft ©Rfr-^fll key -C*>5„ fcfcU 
ackey <D±Xyh&' 0* -efcfttfs t^TO^nt^^, GT7-ft^§rffl 
5 V^-CT^-fe^tttSrW^StL/trirSr^-t-feOti-So ACgt. ackey (ACgt 

<D ackey 7 -f — K (ftffc) lackey Sr^W« KPgt (#3$) 

ftfctt^AoTV^:!!^ (o£«9> ACgt.aef # on l-Hs rft&tg-^ 

L^jIS*^ TRB. ackey KA5 0 
0tf*M&«T eadr fl % key ;&S^&5^— S?Jft>& iOT R B F^fTl- U V 

^iiJ^lT Kl/^ (eadr) f*, ACgt. eadr (ACgt fo(D eadr — IV K©tt) 
£ft&V> AUTHORIZE 9 TRB ft^m s t£££nfcfl#£T*&, f7t/V h 

j» 3 -K«»W^r K^^jEW^J ^rO^nir^O^tT 
15 SrfltJtU £fl* TRB (D^3btt7 7^(p)«r off KLfcttfttfft bftV\ fc*3, 

TRB. eadr (TRBrt© eadr 7^-/WK©I) tt> TRB. ackey (TRB f*i<0 ackey 
20 m key 7 >f KfcflKW $ a — K«^H Kc RtfT*- * Bf^Hfc ' «^ 

25 ©^fe©^3ftS^T?*>5*fr36^V\ Kc Kd ft, »GT7^ty7 
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(AUTHORIZED) j (fftifc) fcltfT-TSSfc «fc «K »***tfrt*>T 

^-T 0 05{^-fi5^ G T 1 0 l:ff fc5 T L BrtO«f tt,' tt*OT L B 

ppru fiffl^— S?»* vpn, T^ir*l«Pg rights. HMJW fft kid, mWC?*. 
10 s/^»J3IJ^ ebim St/f^^^ sign f<D7>f -/W K«r£t?. fc*5* 

-fe^tSRB rights 7 /vm N #|ilSV^</Upl s T^-fe^ltar. I**tt7 7 
^ tr. f/<y^-K79^ df -tl 5 ) Ot'<"C©7 W —A' K 

»gt i ortTtt^©»****rt^*»"tntf'!ee>'!i;v\ bsksswc 

W3trt4^7^pteN TLBMt-ifeSw irSr^-To 

ig^f&B'J^ id tt, T L BrtOSgEfT i^fK-^W^iJ^-C&S. 

tfaj&<— ppn v 5 #-^^r^i~o fRS"*— 5*#* vpn (2, <S 

20 T^ir^ttPS rights tt, Z<D%mft&tt^-V^<DT? J txmV%&7F'1~o 
^tpgW^/U pi ^{iT^-fe^^^«l|5B<D^^=Sr^b, T^ir^^i ar 

m 6 &t/0 7 I'^-t" «fc 0 K LtT L B —A' K^^S^V^T^^^n, 

TLBr^^Sc fc*3, 0 6tt, FR7-=3f7^ft©i^U 07 
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it) rtlcfcS^^Sr^b, i$?!477^ tr (1) -efentis 

©Sr^-t", f^y^-h^f^ df tfi*> (1) T'fctUi. W$»T*fc5 0 SB 
^tt7 7^tr if^y^-K77^df Ji^y (1) tfcSi^ T^ir 
ar T^^^tLfdit^Cfcx^^^- Kj&nttf£U # ar 

10 (a) PR^I^, ^7at^i>bMLO« : R 

(b) X©i^ ^Dir^^b^^ttJbirllfT^pItB : RX 

(c) PRW©i^ ^n^^b^R^fflLfcfct&^fl^rtB : RW 

(d) PWX©I^ ^nt^i^Oi^St : RWX 
ttttSUIfft kid TRBrtOftftfliKU^tSfcfttTRBrtOff 

15 (insertion) &SW3«W _ attffl'T?*>3o 

Rf-JHtT'n ebira f* % Bt^L$HTV>5 a— K^n -ypy&ff 

—fi-fny? ZmH-t 5 If *> 3 » 

a) ebim=0<D^£\ 7*b 5/ ^ f±3F3t"C?*>3o 

b) ebim= 1 (D*§£\ y * fiBflfc-efcS. (f7^/VMtfcO, ebim 
20 7 4— WB&$ntV^5^> ebim= 1 £ LT&fcfrlS) 

f^^^f^ sign ±.t&<D vpn 7>fe ebira tt'©7 4 — K^iS&t Lfc7 
^ -/v Kl^f-^ Of^^;>f * t-fc !) , GTl 0&±&-tZ> o 

(tT) ft?-! ^<DT?±xm&(Dim*, %M<D TLB.tr i5t70i^{:|!S^ 
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t7^-;uKi:Lt r»?S[»H47 9 ^ trj 7^ -/V K£T L B\ZWtttZ><> 
w©»#*fci*«r*ljja nTfl&fta- K^tTfttS: r»#^- K (Tamper 
Resistant Mode) J £ Pf ^ & (7) £: i - 5 0 

fcTLBfc&££*l3 0 T^-t?*$gPg rights Xt^Bff^fc^n 5/^^^ 
ebinu $ci*)Ffg 3— Kit ackey tt % G T 54± G t T^ir^^ 

ACgt (^5$) ft^^tta, 

^} mm *mft-fZ>mz£V), TLBfTl*?^ Ekm^-^ZklZ Key ID a* 
Jg^^n, # KeylD ^St/Si"* T R BfTrt© key 7 >f -A- Kfctt-JHft&SKJfci* 

15 TRBlt GT10rtCfei$tl5^ N G T 1 0 iZffiz. h ftfcIBt#£*3S— 
fRcfcS^aSi&J^SftS. GTlOrt©TRB©rtW/j:<i: 

IBtt^fl^lB^-rSo wO^^IE^^tt/cTRBrtOfT^y ^ h&Bfr-iHfc^ 
— ^— ^7^^V^5o ^Lt, GTlOtt, TRBOrt^^Uf^-fbbfc^BT*^ 

it*c— ^^F>St«9WLTGT 1 0rtt?tj[#L'Cf«Jffii-5o TRB©rtf 
*Bt^bLfc«5^Lfei9-f-S^^V^btL5li Ktrb te x 0)J;Ltf, *Hfc«Bf 
■JHfc©8H!Ni r^Bf-SHI Ktrb f±, GT 1 0 <DAtiWBL&&'htZ V „ 

GTlO^yty K£ftfc<9 Iti^ffcotfc, ilUti^^tlSii:^ 
25 M£LVvH<£;dS;fc.5o 
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¥-JC<D-£$.(D TRB.p (TRB4>»»7 7^ p 7>f— /VK®» 
£tf> TRB.kid (TRB*(D«»BiJtiH« kid 7^-^K©«) «rf+*P"t-5o 
te«fctK OS (*-^— y^-t^t— K) ^jloTBf^b^r— ^-^Sr^a-t" 
5^ ^^Bj^i^S^s Key ID ^OUgF^k^n-CV^^rt^^RStefe^A/t 
10 ■C't^Cii/.CSo TRBrt©7^-^K©5%, P £ kid ififiotl 

£ 5 T R B ©^fr*Bf^b^SIS^tt^©3feSSt-aSt*'^B LT^bBlMI- 

15 fcLfcrt*tf#fce>*V\, ^tlia^ Kc (n- KcOHf^-®) ^U^^h 
^aTM55#* s iSfi:ftt-TRB"t»©lliF#li key 7 >f — K^f^MSt A*t&*3 

7x7TRMV^;V©3IS^toy7 h $3uTDRM&m%k1rZ>tLlto\Z9g%rm 
Ktrb ^flHHfcSHfcf:*© Kd (x-^Bt^-M) ^-Kf^^^^-y 
ftiftftSLfltS^fcii^t*)*- T R B <D9g 

Ktrb t±, G T 1 0 roljfJittM?i«rtt' F e RAM 
25 (Ferroelectric Random Access Memory) $<D^flRgtt* * !J ft ^l-*£#r 
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( a ) Ht-SHt^-x-^/W-^ T R B (7)ftStf>»£ ffl L <b m^it^—T—Zf 
5 ;^P,T R B-^coiTO 9 iZ^te^tf) u^^^©RW^^ if Srtf- LTtt 5 „ 
(b) nf^k^-^-^/n^^SST K^fcfrlfcSrK^t-* (OTJ&^:/* 

10 — TLB©rtttt> -^CPUi«GT10"Ct), ^§B!£tt^K 
^^-v^x-^i LTfa^L. GT^TLB©^^- 

J!^T. TLB ^/V(Z>Mt?ort^©S:»tjKbtov^aftW-t"5o 
15 TLB«^~ — ^^IBft^^SBRtCtt, TLB.tr (TLBF*3tf> tr 
/H^-fiS) &*^<D%k&> GTlOft. TLB. sign (T L B F*3tf>Ib£i sign 
y 4 • — ;\s WW) «r£j*U lait^fcV^^ottS, ^LT, ^-v?^— 
y/UrttDrt^SrGTF^COT LBUlSt^ iitpRtCtt, GT10I1 rtSfctt^tL 
TV^Si&'SrtifcSU ^&3*jE L < fttttU*. TLBf^^iEW «r 
20 ^roftOtatt7 7^ (TLB. p) tB^tt7 7^ (TLB.tr) 

HI 9 \zm4>Jj&.<D— M&7F-fo m9 iZTF-fX 0 ^ £i\ GTlOlt 
TLB. vpn N TLB.rights. TLB. kid TLB. ebira Sr'atfT 2 — $ I'GTl OF*3<7)@ 

^a^sr^-r^o m^x, mffizntcy-?* sha-i t-A-r>au gt 

25 10 rt<oSHB« Ktlb Srfflv>-cmf-§^ti-5o -tit- «k 9 5* TLB. sign 



30 



5o Wfcft^atfci:**!**** 160 ^yM-ifc* 1 '^ Mz-&®.£>^.b 

^T> HI 1 OSr/Bl^T, T R B s TLB, flp-i-ftdp-— ^— ^RtJ^— v 5 ^ 

5 HI 1 0 X 0 TRBl^TLBIj:, GTIOM^W, TR 

B\at, MftSiJflHft kid* 3-K^ny*«r«#-rSRfc£v^*i5 Kc 
-^yny^SrBf^fk.«-i-r5BR^fflV>P 3 n* Kd *iS|B«^nS. TLB 
tdt^:. id. $8»JtifS& kid. <K«-<— vpn. 

ppru T^-ter*$tPB rights W^^Jx^, SHflBRBiJ^ id ti, a— K^ny 
10 ^^f-^^avy^^^^titV^SRAMl T^^-^fStS, 
T R B £ T L B©»s OKB'JIf « kid \Z XoXttfctttt bflX^Zo 

T R B (Dfomzm^-it*— T—7Mzffi&i-*&&. J&<Ort^^a»S:iiJP 
LT36»brtF^« Ktrb fc/Bv^UHHtrt-*. flp#{k^— "^-^©rt^SrGT 
1 Ort^IR0 3itP#^ Bff#«i Ktrb SrfflV^-^F^Srm-^l-So T 
15 LBOrt^&^-^X-y/M3:fEli-t-54§3\ G T 1 0 (i> Rf-^i Ktlb Srffl 
V^T ; tOrt^S<5< TLB. sign £r£j& L, *-<&F*a3£fci&an"i"3o 

«Slvt\ GT10rtO^tr>ai:, TLB^ TRBfcOHffll^tR 
PJ-TS, ±IEOJ:5^ TLB^TRBCIl ^-^ClBfikStLfcfttt^- K 

20 UmT K^Srto2o©TLBi/>-K9xr4fcliy7H?*T-CttSt 

lttU ^^y^iiTLBtTRB.^rt^PSaSrft^^^?). T^-fe^WW 
25 ©ii3-KXHf-?^t yv'f l 3rt^If-^w^ TLBfTtf) 
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fa®. T K V * (TLB. vpn) * ©T L Bff^f ^^^S* 

(TLB. sign) <ZHBi:{&®T KV^O^TCy £ <h LTt> £V\ :© 

T * -fe *ftHlP<D£J»f«:*5 r. ft 5 . 
5 :Wi5l:, GT -fe^^t-T^-fe^W^SIs- K©3- K«#«l(Key) 
&lfeSffg = — K« (Authorized Code Key) £ L-CffiSD&A/T-*3 < £ £ "C% {&H 
««|cr^-fe^^ri6^S|3-K«:^"t-5-i:* s -e#5o ^bT, TRBO 
Authorized Code Key 7 -f — K (ackey) XffifeZtllt Key £: fco^&^—S^ 

^ ^(D^—itCD ackey ©I^f^T 0 -Cfcftfc^ -t^<X<D=i — K^bO^ft 

^-^AO ackey £: LTSJ£$ftfc«fc-Sct-5 key (DfltSr^— ^ B tfSf&o 

15 9) <D {^-—f—ZfvtX (Owner Process) J irPWo 

ft:}b\ GT^*3H-«HfT«l (X) fctt, TRB.ackey (TRB© ackey 7 A' 

20 (a) a^O^MT'^tT^ttfc^Ofc^^m^tT-r^^^^^^T 

(b) t>^O^BUT?Htf SftfclfiH^ CALL JUMP fcir<©#J£^"Cifc3* 

-A* 

mzm<o^tik<o4foG<Dm&^-i?&w*tii%i&&. gtioh ht>M 
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&mm l ft it n # & & ft v \ r. <Dimiz^ s x tt&a-t- z> » 

iV>TTRSS77^:oV^^t5o 01 TRSS77^ft» 

J^flSfcl'S?**^ TRSS77WO, :077^ = -K-t^y 

•^rft^ftffitJfc^^ — Kir^^ ^ h-fcW * (TRCSS: Tamper Resistant Code 
Segment Selector) . i^f f"^ t ht (TRDSS Tamper 

Resistant Data Segment Selector) , fir^^y^-fc^^Url'**- 
(TRSSS: Tamper Resistant Stack Segment Selector) £ U?*£ 0 TRSS77^ 

vmf&o—m&m-r* GTiotami \si?*9<o&ftbfflk<r>wfe*&& 

-rSfcfelC iWi^^a^rtl^RACT^iiSo RACT(D^trtt> ^ 
15 I DricU mtV7 7? seal &tm?r«=«— K« ackey ^7^-^K* 

k^i? I Drid ft, l/^^SrJg^-TS I DT'fcSo Zm-?^? seal, V 

^^^Ri^t-fes^s^^u ^ (i) x-hzm&^vxfumwp 

T*fo^)> *7 (0) -efc^^^^^li^^fttV^^Sr^-ro #frfS=» 
20 -KHackeyfi, T R B <D ackey £ PlTefc 9 . V^^OT^-fe^jWFT 
$ft"CV^5yn-fe^(D=i— K^<— key -e£>5„ 

gg^T, RSSLl/^^i:oV^t»flt«. RSSLU'^14, GTIC 

25 s L I/i?^^07-f-^Kifi!iO-«S:*t, Ell 3^i-«t 5f-> RSSL 
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fcf y Mc*TJS?-t-5 ^^^©»B3«lBSr^H-o tfy hj&M-i' (1) tfcSi^ 
y^^v***rtS£N$£ftTV^5:: £ (0) t*$>5*^ ^^v-v? 
**a^¥ifc£;ixTl^w£fc7j*-r„ RS S LV^^O^l bf?/ btf* 

5 l^** r 1 (DmWftM&TF-t & 0 \Z.mfe&tlX^&m&\Z. IS 1 bfy M 5 ^ 

TLBM^tt7 7^ tr flS*^ (1) f*5fc^-fe 

1 5 if- * £t*fi*si - k#c# $ n 5 sra t?*> s o 

20 ^ir^p< y h £IW -C t> 7 >T * s ra C"C*>*Ltf % — «MR»3SfSlt- 
25 
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LfcWBfe*'*— -jRl:osi:J;oTSl$n5. 
@15C, GT 1 0±t?{*iynt^«f5^^f o ®15tOTf 
5 «k9^, GT10KU «#<&&»^n-fc;*tfSftfEU ^H^itO^^n 

tL6 0 fto-C. K!?x7TRM©»51tt, RAM17^-Kr^ 

*«*^t>#tfl§*U — £<^&t*fc&V>fcV^5o r<£>/c#\ GTIO^ 
10 ^J5feb»f^-t-5»a^n-fe^tt r-jK^S/N — Kl>x7TRM (Virtual Hardware 
Tamper Resistant Module : VHTRM) J t*J-C»f£ LTV^S t V^ 5 £ t t>*T*$ 5 0 

ftfll^ci-fe^tt, WfOCPU (GT10) SRISrilEt^lb-f"* 

15 r. th*smx*3bZ> (mi£<£>GR I Dtt*) . r.<D£5Kx if ©±5***l-t> 
S^^#SrWcbT5n<?5GT 1 O^'JfoT < 5VHTRMl:Iofc^ 
H^n-fe-^&JiA'fbL'C Tjif^^^—v 5 ^^ h (Tamper Resistant Agent) J £ 

20 Hk^. GT l Q\z.5-z.hfiZ>'(>'X \*7?i/B H:ov^tRflt5. 

KiP^T, GTlOi LT^fgS:lim-t-5fe&^{lXL5S^^^oV>-Clft 
S^M^fctt* KT© (l) (9) #*>5. £*T> ##^ri'ov> 

-cwKittw-t-a. 

25 ( 1 ) G TfEEIflSlX <9 t±l U#^p : Store GT certificate command 
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: STR_GT_CERT (certNum, certAdr) 
A^v 5 ** : 

certNura: GT 1 0 rttn- ^/WCfl 0 %X e>ftfcfE9?##-^o N #©SEW 
♦asfcfttfs 0^P> N-l *-COjjl^^i:^5o 
5 certAdr : SEW#Ort^§r*# iitfT Kl^^ 

errorCode : Jt^Ufc#^©|IW#a s ^V>4i^)5Cif^i9!^$HSo 
I&tfs : certNum $ *Lfcra*& G T 1 Ort^blR?) WU certAdr T? 

10 ftf^rtBttRR:^^^ 

(2) T^-fe^Wf&^fr^" : Access authorization command 
^^•^^ : AUTHORIZE (licenseAdr, resultAdr, startVPN, numOfVP, kid) 

licenseAdr : GT7-f i?^* (t&xfc) fctfrttUtT K^* 
15 resultAdr : ^Ir^t57 K^^ 

startVPN : W&^lgJgcO&HiR^-v^^ 
numOfVP : 3«^5W#»«*<0'<— 

kid : OS/l 5 TLBtTRB tf>H^ SrWS-T 5 fc * J 0 S T 5 SWU^ 
: 

20 result: [GTy'ft^ || startVPN || numOfVP] || £*_h<£>^£] 3 s 

resultAdr {ClB^£tt3o 

errorCode (VmiBM) : fSSE^Sft Lfc^fc 
Sbft? : Jg^l/^^^O^^-y ±^*>5GT7>f-fe^^Sr®liEU GT7^t 
^^feSt«9ltib/t»?fi[*«*<03— KXf*7*— key (Kc Xtt Kdk 
25 kid N ackey £W3fc^*s£fi<£>T LBI^J ^t5TRB(^t5, 
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TLBK ^W&%7 = 7?\ (tr) bT?±xm (PR, X, PRW, PWX) „ ebira, kid 
RXf sign ^^-TSo iEL<m^^TirM. Atllr-* VXZ<D 
fv^^/H^lrWt. resultAdr fJg^ftfcT K 

A^r-^il^Sr'^^U Kgt Srfflv^Pf-^fcU 

(3) PS^^fr'p : Set Tamper Resistant Rights command 

: SET_TR_RIGHTS (rights, startVPN, numOfVP) 

10 A^v 5 ** : 

rights : T^-fe^tS (ACgt. ar £*b£) 
startVPN : Wi^MW$.<D^MBM^—^^ 
numOfVP : W^igilStf^— 

15 errorCode : A^KMJfc-T **T L BXttT R B KfcV^4&£\ Xfitt' 

®ft : startVP 5:17 NnuraOfVP xmfeiSfofcffl$M^^^?^&^^ 
*:<Dmm<D7LB\Z^ rights T*^££;ftfcT*1?*ti£:s3:£-t-5o fcfcU 
20 rights X*mj££ftfzT?±xmte. tTfl:TLB|:R«*ftt^57^t^* 
Ofgffl T? ft It ft fcf ft b * V \ 

(4) flfrfJfc^^J^T Kl/^-^^^^n : Set Tamper Resistant Exception 
command 

25 lfa^5£ : SET_TR_EXCEPTION (startAdr) 
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startAdr : T R B teKjr*-5»ftJ*£Mrt<Z><EfcT K^, V'^^ff 
Ig^lWlC startAdr £®SELT2lt7i-6 ! &^&5 - £ l/v^^ttA^ 

errorCode : staetAdr X*mfe£frtLT K^^^^tSff^TRB^^ 

Sbf^ : mi££iXtc startAdr Sr^HfT^Os — K^-^©T R B. eadr (T 
10 R B CO eadr ~7 4 — fV K) l£tS!5£"t"5o 

(5) Uv^^^tfthft^p : Seal Register command 
-ffo^-^i£ : SEAL_REG (registerList) 

A^l/v 5 ^^ : registerList : ftRli"* l^i?**— g (7^^y^h) 0 
15 ^S-u^^lc^Lfc^^^^oV^T, (1) "CV^^SritRltSwi: 
*7 (0) T^PPbJfeV>ii^-t- 0 
W^J (fl^lUD : 

errorCode : fg£ Lfc l^v 5 * L&V\ £fcf3\ -^OWv 5 ^ ^ fi"t" 

20 if^i^Lfc^^CH:, ^SrttlLfcT'ot^ ( = - KHfT^fig) 
K^— ^OBt^K Kc t IrI Ci?rio3- K^-v'wynt^W^T 
^ir^-C*t^< ^^HfT^ioTs ttfo-fZ lsi?X?<D RACT.ackey 

(RACT (D ackey 7 -f — K) tC N *#^ISrHfT = — Kfeflf^b bfd key (D 

25 »^^Ttg*SPS : ±W<As 
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(6) ^i^^^MMc^tJ^- : Release Register command 
lft^x£ : RELEASE_REG (registerList) 

registerList : mftZfRMctZ 1^**— R 

5 mti MfMm) • 

errorCode : J§£ Lfc * * S #*E L&V\ * <D U *J X ? KM 

10 ( 7 ) #fr^^*fc-* 9 y 9 X : Store Stack to Unauthorized 

Area command 

fis^MiZ : STMEA_TO_UA (registerList) 
AtJ : 

registerList : * y y 9 |£|B«k£ *l* * V>-% a 7? y*<T>D 

15 #W^*K#iSLt7?m^ CD <D»£\ ^(D^^^^^^ 

la^i-sr ££^U ^"7 (0) -ClBflkL^ni:*:*^-. 

W^J (fltfM&S) : 

errorCode : registerList T*^$ttfc^^^^R]$ttTV>^V\ 

20 ^^ttfcl/v^^O RACT. ackey (RACTrt©ackey OfaiM: 
<Dm&\ZMfoi~ 5TRB. ackey (T R B F*3<£> ackey — /HO fc— grt"ftfi% 

Jt^ $ ftfc Ui?X 9 & X 9 y 9 > 9 <Diu.mz.m& £ ft a o 

( 8 ) 0WV&^1&X $ y 9 xi— K-^"^ : Load Stack from Unauthorized 
25 Area command 
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fil^M^. : LDMEA_FROM_UA (registerList) 
A77 : 

registerList : ^^y^^fcUl^Wt^^-fE 

5 errorCode : Ji^l^** 2*^33 ^frLTV^So 

RACT.ackey \ZX ? y ? 1/9 <Dffl&L<D T R B . ackey t°— 3f 

J^Stlfe^**© RACT.seal (RACTl^KD seal 7^-;WK) (1) 

10 *asn— K$*i5o 

(9) ^-^-feV^N'JI^^^P : Delete License commnad 
-fo^MiZ : DELETE_LICENSE (kid) 
At! : 

15 kid:OS^TLBiTR B <D SrfS1* 5 fc #J «9 3 Tfc!$B'J^-C% 

AUTHORIZE -^^(7)^7 * * £ LTffliyfclito 

W7J (W^D : 

errorCode : kid ^otV^i^> XWttJKtfciteflfc Lfc»^^l9:^^H 

*. 

20 »f^:»3£*nfc kid ©TRB^JlCy ^tat^rOTLB^ 

25 ±3&<e> (i) ts^ O) ^-eos^^^jq^r. tet&^ttMB^fiJ-t^fc* 
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o&^iLt, do) (15) tt^^^^t^ns, ar> 

(10) ifcH:/n y ^ MftHfe-fr : Protected Block Start command 
fo-rS-MR : PRT_BLOCK_START (encrypt ion_f lag) 
5 (j£g^7**) : 

encryption_flag : (1) ft b - ^ O y ^ d5Bf-^->fb$tLTV>5 t 

-1-= 

filSn-.hVD^MM^Ii, GT 1 0rt-C«3-£*lfcSL ISJt**© 
Nop^£&5 0 

20 TLB. ebim <D^2 \f y h^^XDm^. ~?xi y # \ZL^lE.faZ> y is =l%1Z.\± 

25 ( 1 1 ) T R BBf -^-It y 7 1/ y : Refresh TRB Key command 
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ifr^it : REFRESH_TRB_KEY 

Ktrb b'<—i? s 7—-7;i'(D&£ t tiG&\z.m^Zfc%m Ktlb &$rfc&£L^cffi-S# 
5 ^X.5o 

Ktib ^ Ktrb ds^-rspTiBtt^fcs^^if^ffi-rsc tc 

(12) «ai1H*©'¥ir!/'>3-Sr«3fe't"5-ft^ : 

(13) T'n-fe^iSI-eMSfftU^V^a*^^ : 

(14) rt«i*^--a^-=^^K 

15 gti o%nm.<otzMzcpuftmzmmvtcMfom^fe^Ammm^fe 

(15) "J 9 ii^WPBK^a ^ ^ K 

GTlomtSCPUtt, ^^J^a^P^l, fc©<fc5fc0lJfl**Qs& 
25 K^W^jftiaig^J^i:, i/^**£tEP&BiIWi:> ^y^BBBWI- 
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(1) mmm&zmv 

z<omft&mi±ftfeviz&ttzw*Miitiiftv> gt mmm (c g t) asftwn 

5 ^^^i~5 0 

(2) GT7'('£>*%n.7*— &h 

(3) »a*ffiIB^<— /H* 

TLBrtOBS^JSStfe^^^ tr ^7 (»#J3^r- KT*tt&V>> *fcte. ^rO 
10 — Z?\ZttJfc~$~Z) fTd 5 T R B ft\,zm^WZ.ffl%&ffi&^<DT ?±X-fo<fr&m?f 
L<fc? £ L/c 0 

(4) TLBf^^-W 

TLB. sign (TLBft« sign 7 -4 —/I/ K) O^tf*. ^ny^l^tl^f^i 
— »LfcV\ ^J^^Lfc*^ GT 1 Ofiitlj^^^^TLB^^-v 5 
15 T-^/^b(Dn-K^±t5o £ib^, T L B rt(WJ&"fSfT©*r3M47 
7^ (TLB. p) my-WW^y ^ ^ (TLB.tr) *Jr7\Z.~t%> a 

(5) T^i?*^IEt£*#iM- 

authorize ^^pi^tLfcr^-fe^ttJ; 9 fcjg££3x;fcr^ir;*«©*£fflas 

JkV\ ##W^£Lfc«-£\ GT 1 OttSWitoteT^ir^lt&S^SrJiS? 
20 t5 0 

(6) Bf^b^-^-^T^-fe^^^-^b 

TRBtl^ftL^^ kid -?r<Z)ft!l£>8l^— &Ht:£Lfc»£\ 
Xfi TRB cD^-v^T * h Lfc»£»«8£i-3„ 

(7) y^±>^Wmy^-^h 

25 r<D0iJ*M* % 7-<-lr^^©8'Jl^^f5cU^^lc:^-r6o 
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(8) m&m^-r&m&m 

: RETURN_TO_TAMPER_RES I STANT_CODE_EXCEPT I ON 

call, jump X(i return Ciot, — jft^jSS^XttiB^WJStd^ = — 
©W7 KV^T'fc5 TRB.eadr (TR B F*3<£> eadr — /1/K) <Z>l*)^;»fg 

own-TV is x\z.T*±*1rZ> 0 M7K^i5#SL^^l:^ £0ET 
io R BfTtflMKiSfL, KliF^T K^*^IE#iJ^/«£-r5o 

( 9 ) K«fW7 K u-^IEWK 

fcRttt, ^£<DT K ICttJCfr-r 3 T R B fo(D'fT<D^$)}>&7 =7 7 (p) §r^~^ H 

do) u&xfimtiWfmn. 

20 (li) Ui?x*mW&rMfit- 

z <D&m-t, mm u s?* * a«$t £ tit v * * v >^ f^^-r 5 „ 

(12) ^tRlUv 5 ^^T^-fe^7^— /V h 
: SEALED_REG I STER_ACCESS_FAULT_EXCEPT I ON 

25 ^Tfc5f^t«4t5, 
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(13) ^vi/=.#mmm*\* 

5 (14) ^yVa^-S^ 

GTIO^ KXH:««?*— + yVa-fSRHc 

<®YE> 

gJLT> GT 1 0^«toTn^n5«!!3aiCoV>rlftK-r5, 
10 < G T ©»SE> 

GT 1 0OSSE#l(Ii:ov^lJi^t5. ^4b\ ^T^t^^l^T. 
PK I Ort^©a»S:flfrffii: LTV^5„ 

GT©tttE&R9H"5EIS:*'t". 016ll*fi9ll, GTOI 
SEfcf±, ^I7^y^— ^3^5 0, DRM30M40, a —A' 

15 (PKl7-f^7y2 0l^tn5) h9=.Ts*ytr— i?*Q?J&.'+Z> 

GTlOSrMtSMIS^-*-, PKm^!)*^* 
—/WBMEJS CApki, DRMfflfglE^ CAdmu D RM^JffltS T^U ^r — V 
a VlRHtfgfE^ CAap RtfG T SrMEi-SSSSEJS CAgt dS^-f S» HI 1 6 fc*3 
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(1) GT^-*- ltl B °pftt5GT 1 OOmWAfflm KPgt &GT^fm<D 

mmm cAgt GT>-^-it gti oinmatm^m K g t 

(2) GT*fflCD^SE^CAgt{^ GT 1 0 <D4^lifiEI^» Cgt SrGT^ — 
5 ^-{^fri-^o ft£5s GT 1 0^>^Hra# Cgt fi, ^^^.^aii Kcgt 
T-f-££*U ^7*^11^ KPcgt f±, GTWfflOl^EE^ CAgt O/U— 

ura* cgt \z&\<^xmwmk?7xm(Dmjj : km^z><Dx*nte<. v^n^> 

-Mfflv^riittt)ii/\ ^*i^&vv!§£\ ^HiiEP^» Cgt 
10 -hM^KagtT-E^l-^^tiSr iri: ttt)J;v\ 

(3) GT^-*-lt ^ltra« Cgt £=fc°-U TRMy7h^x7 

(4) ^TRMy7h^x7«^-*Ht W^Lfcy^ h»7^T^tT 
= -K£Si Kc *m^XV%%-ik~rZ>^ kKXV^ ^ln-K7 7^/^Mt 

15 5o 

(5) ^TRMy7f«)x7©»-AHt ^MIEW* Cgt ^bMtti 
UfcGT 1 OO^MIi KPgt £/i^Tii Kc Srlf#ftU (^«J^^^) GT 

Lxx £r£)&i-3o GT7-r^r>•^<7)^||5t^3:oV^-C{i^a^-rSo 

(6) =&TRMy7f>)x7^-*-it yy ^TfrmftZfrZfnfco 

20 Stf^^v^c— ^-i5GT7^t^ Lxx £GT 1 0 ^SA^S <£ 5 GT 
Lxx £^:<Z>y:7 h ^r^^-' ^Kffi£&ifo 
(7) #y7 h »7aiT^II ; fTEHU^ ; e^GT^-l'-fe^^^GT 1 0 IC&A 
$tL5, GTI Oft, ^HO-<T^fefc6S5^li Kgt Srffl^T, GT7^t 
<5 0 o£!J N GT 1 O^t'477 h7x7H^y-*-i^J:5G 
25 T 1 0<DMU&nft£ftZo ZtUZX*), GTI 0lWy7 F">x7^ 
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rm \z. l x mm £tt\*m& \z 12, GT^ir^&^^sfc&i;:^^ 

Iffitt KPcgt «:/flv*5*£ LTt>J:v\, £/c N GTtftl§^5 y -y W^T* 

(8) GTlOlt GT7^t^^&!StmiLfc« Kc i:T^i?**f 
(Access rights) ^rGT 1 Ort©TRBStKT LBCitt5 0 a— 1ff3\ 

££*ifcKc £r#«H-5r fctt-e#jfcv\ 
10 TRMy7h!)x7^-7^-v ! tlt GT 1 0 KHfffr1g&# 

^.S/tiftOGT^-f -feV^^S-S«)ji*tL, flF#fls£*lfc^P ^7Aa- KrfS|£ 

^T^tL5HU^-eOGT7-l'-fe^^fi, GTlOCKA^tlSo GTlOft j£| 
Kgt 3r/Bl^TGT7-l'-fe>'^£1I-^U ^©GT7^t^i5^7'D 

^^A=i-K^-^|i Kc £r$H9tfciU rt^TLBfcyy^LfcTRBt^ 
15 ^In-Kr'it^offt Kc ZmW-FZo GT 1 0 Kjb^T. Bf^b^^ 

PKI ysCyyV^V^—jummmm CApki. DRM/BfgEE^ CAdrm tDR 
M&mm'fZTy'y fr—: ^3 i/fattfgBE^ CAap ^M$tl5TRMy7h 

20 r-^^^^m^—^mm^<^^-i^^m^^ti^mm-r^mm 

25 t$&mr*&%:\,\ ft;Jb\ PKI7^77!I20 N f = -^DRM3 0^f 
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^7DRM4 OZSlbX locDOS t LTfMffiU r©0 Sllfp^!:^ Lt 

GTv-c±>^(Dmm^^^xmmi-^ 0 

<£>H9m Cgt £&#U :ii^V^GT7^t^Mt5 0 Cgt 

x. 509 wm<Di&&,b lt t> «tv\ ira^im KPgt ©seih* Cgt 7 *m 

10 KPcgt T\ *fc, * KPcgt ©SEE* Ccgt CAgt (D;V— Y<izW0k 

KPagt -eS*^*y^ Lfc.SU fflmZtlZ* 7-rir^^.^W^i-5 GT 9 

LicenselD | | ACgt. ar | | 
15 E (KPgt, Ks ) | | E ( Ks, Key | | LicenselD | | ACgt | | Is ) | | 

CgtID | | CgtlDackey | | else 

r rx% &7 ^ — /uh*<DMvfcte]k(Dtte<QXhz> 0 

E (K, D) : 7 s —? D ^mKXm^ritVlt^m 
20 A || B:x-^ilM 0 7 s — 9 A tf—f B tfSJg^ LTV^ ^ <t fc^o 

Key : a- K«-iH^*-*flHWfc ■ tUHfc Kc/Kd 0 

LicenselD: 7 «f "fe U T/U# -*§-«, 7 -f ± ^X±J&W&7 4 ~t ~* 

25 ti, ^nyfy^oiD^AnsritLTtiJ;^, 
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ACgt : GTrn^lft. GTfrZ&M*fmt£=i-h'/7 g -fi<omm&1fr 

ebim : Rf -^fc^O y^tglj^a, HI 5 KtjH" TLB. ebim "7 A KIC = 
f-^tlSo #«©t!*l4T L B ©7 ^ -/w K t Utttffl**"C*5. 
aef : IfcrFfg^ — KUBS-S-fb^ 7 ^ (ackey encryption flag)„ on(l)ft 

kh ackey -^mw^mrn KPgt £^-c&£-5Hfc£ft-c 

l^'ir^^Ls off(0)ftb ackey ©te^-tO)* £ ACgt. ackey 
(ACgt <D ackey 7 —A' K) tAoTV^ 5Ii Sr^-To 
ackey : 4MfB=i- K«. Kc Xte Kd T^^-^^^-^v 5 ^ ^ h 

<£>Rf-?Hi key £ fete key Sr^SlJ^^H KPgt -eflp-^bbfclto 

mwAmm KPgt -cBt-^-ii key ^nt-^fc-rsm-^-e, gt &mk<o 

KPgt Sr«fo»^^tt. $ tb\z¥<D KPgt &ffivvCV^a>£r{afeBijT?# 

arT'fl5££*L3 0 
eadr:^J^^aT K^, ^©7-f^KWVgye*>5, key 

PjrcDGT^^ir Ort*^!* JE $ *t/i^- 5* fc« 

ar : £*T* -fc**i 0 <fc 5 fctffcfc 5„ SMUttH 1 7 

(a) PR : ackey -e^^tL^nir^^b^^WL^^tM 

(b) X : ackey T-Ji^^nfc^nir^^b^^Wb^^fT^Bltg 

(c) PRW: ackey ft/c^n ibO^ffl L £ 

(d) PWX : ackey ^££ftfc^P^*a>ib<a^.$# tm?r&*I 

m 
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\\ r ©7 7 ^Wf 7 b 11^7 (0) ffo ^ ^SBl-tHTJ «Ttl"0 

<£>X—*te=¥^ yi/'3.0>*MCttl3fcV\, {1.U ar 

(PR Xte X T-fc5) ii^te, ^^^^^ftS, r 

df : "f/^yjf*— K7 7^ (Debug mode Flag) Q df ^ on ar (Dta 

j£{zmztcW}{E%:7f;ir 0 T L B U:ov^<£tfci^#$l, ft*5. GT7 
>f -fc © ACgt tf> df J: 9 . {^S^ — KStt*'* 

CgtID : KPgt <D X.509 |IE^»<£>!&SlJ^4i:o issuer t serialNumber S:iS&£ 

CgtlDackey : Or?^ 3 ^ 0 ackey ^Bf^Lbfc KPgt <£> X. 509 EEB^*^I^S'J 
THtto issuer £ serialNumber Lfdiu ACgt. aef off <D&& 

i^tt^B&o cgtiD tinfla^a-a-^^^ii&^itgo 

Is : -t©ffil©ttf « 

T—*x.n$km*--h*mi&<n7#'txmn. mi 7 <z>tpfrt>m&.£ti. tlb 
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Key 7 W —/V KXf* Ackey 7 -f ~JV YX*fttiL*frtM^'&.W*iWii = — K&V> 

ii7i:fcv^ tmft<nfr~ s S&l FR^if, rn 

10 (Certificates Revocation List : U ^ h ) MLRL (License 

Revocation List : 7 4 1? > * V * M &bti^\ C R L^L R L 
»i-5i^5*S*V^fc«), GT©CPU^OHWa}:^5„ DRM©CRL 

M&a*LRLfMteosxter:/y v-a >\zxftt>tiz>o 9 > 

15 _h^(^>i5i-. y7fi>x7TRM?:7y-y7f')x7^afc^ 

fc, »GT©^i:y7 w^Tzmmz&iz^&fcte, gtmj 

UATn HI 1 8 Sr/BV^T, ±3£©GTME*&Sfc:*3tt3 (8) (D^M^o^T 

20 iiKiit-s, GT®SE*aa^*3v^r % gtioj± x T?-txftt£$j^ 

(AHTHORIZE &MfT~t'5> ^ <!: <£ <!K GT7^t^CS^TTLB 

^Ofcfcfc. £i\ GT10&, GTC^MiO^rCifetSS** Kgt Sr 
m^XGT7j±>*&m^-FZ> (SI) , «V>T, GTlOtt, jE^KGT 

25 7^-frv*4r«#"?#fca>5a>!W£L (S2) , iE»^ts^-e#fc»^ (s 
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2:iE3?j , GTlOlt ftfe{Rmtem<DTLB&&m-fZ (S3), lEftiZ 
afef^ofc»^(S2 :£fljT) , GTlOlt G T 7 4 ± > ^MsiE? * 
-Ash&R&l, (Sll), SI SKmtto S 1 6fc*3WC\ GT 10«, ^ 
7— ^^rresultAdr fcKJfcU ^^y7nH^j&t5o 

S3fc:m^TTLB*«*LfcjHr* % (S4 : 

jE#) , GT1 OfiTRBI^t^S^^fS (S5) „ S3®ii 

*y&mv%T(bnx^te^w*^i-mMv%xMft&&£v (si2) , s 

i 6 fciftifo 

-f-fe^^^S^VNT. TRBrt© uo N cl N kid, key, ackey ©#7>f-^Kl: 
ifi^r^i-^ (S6) „ S5^joV>T % TRB^^» 0 f : |A (S5 . 
&L) „ GTlOli, TRBrt©— IfP^fTSrlt-i-fk^— -r— ^/Wilti^J 
2>T* h) (S 1 3) 0 GTlOii, ^-v^T* M^3b Lfc^ (S 1 

4 : S 6 (Cii^ ^-v'T!) MCifcttUfcSte (S 1 4 : *J&) % R£-5§- 

it*— t—7jut?±x-7*~- /H*£3g££i*rfct& (S 1 5) , S l 6 te$tf 0 
S6 0t, GTlOlt TLB|:ft«!it5S* sign IrffflL (S 7) . ar, 
ti\ df, kid, ebira St>* sign SrTLB{CK^i"5 (S8) . fcV^T, GTIO 
tt, Sr^fifc b (S9) , K^*iS9 7?4^Lfcf*i:% 

resultAdr KR^L (SIO) , ^^^7n-|^if5o 
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^J^^i~ 0 El 1 9 KfcV'^-C* SCDF (j@SEi§ = V V : Super 

Content Distribution Format) 7 ^sl^^- VMfrJ&^GOfa&tf^ 

10 <^S = - Koo- KS.t^HtTMm'^^— ^C05W^li^> 
J^T, HI2 OSr/B^T, ««=-K©n-Kfc*fT4MII, 

K7p^ T-«fife $ ft 5 o $m 3 — K7 7^ /WiH?T 
15 OHCRAM1 7tcn— K£ft, GT10 (CPU) rtT?©^-fflUEfi£V^n 5/ 
^iC^t^Va 1 2^=tf— £ft£ 0 r<7)5"b> t j/f Lfc-^^-<D^- 

i57 p nt5't37l lt^$^ Hfr^ftSo 02 Ol^-TJ: 5 =— K 
j^fcifr^-r yV» l 2 KiEfSk$ft5o 

20 |H2 0T*(i N ^t^^l2^RAM17©f B 1IC, Hf^-^ n y ^ £11 
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HBt^COH Kd ^UBilft-tfibft, ^r(Om Kd l«l(IGT 1 0 ft fcUfttt £ *l 
-CV>§ 0 ^Kdti, =-K«#«Kc LTWOa-CbtLSo 
5 ftlf^^tt-IGTlO (CPU) rt«|S<7)f*— ^^r^r a 1 3 ^IE«$iX 
HtftSnt^&RAMl 7i:W^Sil5, RAM17M 
^X-^li. GTIO (CPU) ftUX'&flr&tlXT*— 1 3tB 

IH2 0T-fi. f-^^fty^i 3iRAMl 7<D^t, gfyo^^lrl 

10 -^LT^^ y>a 1 2^*#^tP^^- :3 r^^> / ^^^^> X — * ^ y i/ 

&.±<D£oiZLX, GT10I1 TRM^o^Aa- KSr^T-TSlf 
20 ^ftHa-h^T^^ilStSa-K^Bj/^^RAMnCP- 

^OgfEtl^U Mrt©f^«> *Q.&©Hji#«r^U ^TOPJ(^lt5¥ 
25 m<Dtt\Zttfc"fZ 0 
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(1) ^MMU14i5, ^S'J-^^p^^ dp- instruction pointer)}^ 

(2) f^MMUHtt, ffl&T K^^lC*f^i-5^a^-^## ppn 

(3) Bt^7 7^^ on Oi§£\ ^MMU14lt TRB^^-KI 
^(Kc)£H<!) ffl-To 

(4) #^MMU14it Bt^^^^l 6KKc *mi£tZ> 0 

(5) ^MMUUIt y^t^tf - K^n '^©7 K W 
10 SrlnH^-t j/i/al 2 £ R AM 1 7 ^a^l^o 

(6) RAMI 7^fe«S|3— K^ny^Srlff-i-ai^^^i 6tgAt5o 

(7) Hfxy*;y i 6 tttt^nfcftSIa - K^n y ^ » % ^ty^ 
3. 1 2KHB»$ftSo 

(8) ^7tf^*asfB«-*-S{K«T Ku^^aMr^^f v^li:— ftb^ 
15 (o*^tr>»ts'Hfci^) > 7nt7t=>711ttipffl^ 

^^^bTRS S77^ SrifiS^-fctJ L> ^CO^IHS^iStfo — ^rfS'^ty 
1> Lfcj&»ofc»fi\ ( 2 ) <Z>3MI^Ji5o 

(9) 7nt7f37 11ll ip/SW?;**]5»&iKaHT K I*** Srtt^ffl-*-. 

( 1 0) ^n-feyfaTl 1 ft. ^i^MMU 1 4^bT^ir^*t ar 3r&>9 

20 mu T?±xm*mm-$-% 0 

(11) ^n-fey-^aTl lf^ iR&7 K^^^^^|2H:$ti^^^-r 

ft*5> (10) KSJVvC, ^fT-rs^SrSBfti-S^^— ^ S §J«9# 
^ofcBt^H, T'ntyfaTl 1 tt> ^Hfi (11) tf|3-b7n5'^ 
25 ifc*ttiL£fT5ll&^ SkT&ffl&tZ* 
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(TRB. key) £ ft ftffifrtg =*— K4I (TRB. ackey) # , EM Hff L fc =i - K ^ n 
y ? #120 $ tlT V ^ 5 i^OBf (TRB. key) £ — grt" ZZb 

(b) ^t^tTtSM^-K^Dy^tCoV^O TLB. ar fCfEli^ftfcT 

(a) (b) £ fcVvf $C<DWr&\a-±, 7*v±yy-=i 

10 *s TRB AVTLB tcK^$n5^i:J;:<J;o-C3iS!l$tt5o &^x-^n 

<£>T^ir*J3 TRB TLB Km&£tlX\t^&ffim = >- K« ackey, tff-fr • « 

15 ±IBO^JiR (10) (CfeVN-C, HfTi-S^^IB»1-«^-^s§Jt)#*?o^: 

(a) T -fe * £ *L 5 * SrSBft-f - -5 Bf -JHi (TRB. key) * 
20 ttlftff^a— K« (TRB.ackey)asHfT = — KS:IBft"t-5^— i?OBt-§-«| 

(TRB. key) b—$cfZ>Z.k 

(b) T^-fe^$ixSi%Sl7 ? -^SrlE»-r5^— ^(OT^*^* (TLB. ar) 

(a) RTf (b) C7)^^< £ ^V>-ftL^S/p— gc<Z>SMH;:fa, ^n-fey^a 
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WT, HI 2 2£/Bvvc:/n-fc5/iJ-=ir l 1 vXftt>tiZ±3&<Dfm = — 

*1\ ^ntyfaTl lfl, «^/W9 3i^^<^hO*^Sr#0 (S2 
1) o «^/*J9 5i*>r^<^ b^5|g^-t-5i: N ^otyfaTl 1^ 0iJ^« 
5 ^Oi&^&JS&fTV'* (S3 5) , S2 1tI5, 4*5, #1^ • fij 9 ii^^air 

^/SiJtJii^-r^^ h^£L&Vv!§-3- (S2 1 :j&U , ^n-trs>-*- = 
Tl in, ^^-^§3 9#X^4feL^^^J^i-S (S2 2) 0 
10 fo^^—V® V) Wx.^± L/c*§<£ (S2 2 , ^nt^aTl 1 

n, ^^-^wr^-fe^tfifiDWiiSr^JwrsAaa^fT^ (S23) „ 

^~^9#;tri^S£LTV^Vvt§£- (S 2 2 : L) , S 2 8 Kittfo 

S 2 3 OWr&SK&V^T, yutytaTl in, 3fcfc^fT-*-«fi*£=i — 
K^n y*&mmt5 3riT\,^Z>^-i?<D\(g^m(TRB. key) * niftfFfB = - 
15 (TRB. ackey) tf?, Uwi ^Mff Lfc = — K^n y ^ *S|B» $ *L"^ 5 ^— v^flf 
#«(TRB.key) fc— gcL, lo, ft^SfiEfT-TSfiilla— K^n y ^ KOV^© 
TLB. ar ^|B^$n^T^ir^^^<t oT^II^ST^ ir^^Bj^tlT 
V>5a*5a>¥UJ£-r5. ±IE 2 o©^#Sr?i/ii-m^, /Dtj/fnTl 111 

20 WiL (S 2 4 : *>9) , S 2 5 iCJttf. ^K^V^ (S 2 4 : 4L) , 7" 

ntyfaTlltt, '<—i?T?±X7*—;l>VMfi\' : £*c=- fi^L (S2 

7) , S 2 1 t^M-So 

S 2 5K*3l^T, ynt»/f37 11H:, ^C^tS^i^-K^ny^ 
^|^^$tLTV^5^-v ? CDI^t^-|i(TRB.key)^ > jffgJ^Hfif Life = - K^B y 

25 ^lE^nTV^^— ^WBgr^|i(TRB.key) £ -^Stf^ri^J^L, £ <b 
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(d N /DtyfnTl lfi, ^ ©^-i^H^tS T R B I^OfT© eadr 
-/l-K^^jS^^^^nTVNS^^J^-r^o TRB.key gtf£:i\ &o 
eadr 7^-7^ hlzmzm.tf*gj££ftx^ZM& (S 2 5 : YES) , -fn^zy 
t^TllIt = — K*«MW^*^a— T i^L (S2 6) , S2 1II 

5 I5 0 TRB. key XI* eadr 7 ^ — A< K Wit^tS^frTl^ftV^ 

(S 2 5 : NO) > S 2 8 \Z.W& 0 

S 2 8 Id jb'V^T, ^BtyfaT 1 1 ^-^d^^^^WLT, 

io § (S29) 0 ^eo=i— K^fg^^tLfeuv 5 ^^— oor^-fe-^it^^r-t-a^'a- 

(S29:fei9) , S3 0^jStf o ^© = — K*«*BSSn*: ^v 5 * 
ir^lt&WLftV^^ (S2 9:4U , ^■feytanili, itgl^v 5 ^ 
^T^-fe^^^— h^^ra- Y (S 3 4) , S 2 1 tI5 D 

S30^*3V>T, ^otyfaTl 114, l^^^ T^Sftfcx — f"<— i? 
15 H^Oy ^ >-^-<-v5 < ^§]t9#^oTV^5^ ; S : ^ ^ l ^ lJ^-t-So iiO?>#fc>oTV>ft 

(S30 :4U , #^£H?tL (S 3 3) % S 2 1 KtiifSo ft*5, 

-ft-$-nft&m^\,^xm\^<nm 2 4^-r 0 024 t^^tt^^^-^ov^T 
0 (S3i) 0 S3i«t s 2 sx-vim^it^m^'-h'com^tmmx' 

25 Bri"**^ (S 3 2 : , S3 3 KiStfo (S 3 2 : ft 
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U % S 2 7 \Z.mt!o 

JSfclC, E!2 5 £rffiV>T, GT10±^i$tL5y7h^i7, o^«9^ 
^—K^T'T^SrjeSbi-SiS^ttS, OS*-^v6 OMGT l ocoftf^ 

(1) OS*-^6 0lt TLBlrtftSrtlcj;^ fiM*=»— 

(2) Ofrb<D AUTHORIZE ifitf^Cg^TGT 1 0 te, TL 

( 3 ) OS* — ^/U 6 0i>?5© CALL ft £*<D =t — K^- i/^. — /WftffcH Lift^ 
15 Mg^^T. GTlOte, ip 5 WOlliL^^hy^^ 

ayCtyHftV^, GT10li^t5n-K/P;/^|:IfU 

(4) gti oti, ip •vm^^tiitT \*\sx<Dtii<£$:nnirzmm& 

TLB. ar (TLB^O ar 7^-;UK) Ort^-C*Stig-t"3o 
20 (5) ^SrHt?t"5«lfiJS:flttBT?#yi:^, GTI 0 «\ ip T-m^^tlfc: 

25 ««=-KHfTi»K:flfcflj&$i'L, ««a-K7 7>f^b«a(IIt)B-K^t 
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\<^Z>Zb&ffimk LTV^ 0 t.tc, OS 6 Ofrtb<D AUTHORIZE #^&GT 1 0 

OT» 0HfcLt\ lfr<£"STR rO, [rl]'SrHEfri-* (U^^rOCt^t 
5 rt^l-^^ r 1 <D»s^-TT Ku^lcf^i^tf^) ^{Co^T, £&l 

(^oVN-CI^PJ-r^o EI 2 6K:*5^T, EI 2 5 <t 

(1) Ktt, ^^E-y T^ir;*i^(STR ^LDRft^SrHfT-TSo 

10 (2) GTlOft T^t^fST V^*\Z.ftfo-t%>T "LB ft<Dft*P<DT 9 

ir^ttlf^TLB.ar (TLBF*3©ar 7^-/H') £i?&I&1-5 0 

(3) Wm^— KW\ TLB. vpn (TLBrt© vpn 7^— /UK) fC-i&rrS^ 

&^7"n -fe^^feflbiOfiigia— K^E-^a— /U (DLL (Dynamic Link 
Library) ftif) SrjBtti-S»^tCtt. ft©2^iSfc5. 
20 (a) ^tjtj^tb5^=»— K*5?a— /ls<D=r— Kc tf*, ^(D^v 5 

(b) flWffi£*i5^=*- K*^a-^03-K««l Kc &WL7v** 

25 (b) om&K. m&&7**xi>*bm<D&n=<- b'*es?=.-*z&xfm-r 
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(1) |ynt7ft, TLB«/^'iat), K^e^a.-ywilrn 

(2) r?±*f?m (AUTHORIZE) *^JCJ: «9 TLB^y V 
^f5TRB^Lt = - Ktt-WI Kc £1S!£U TLB(c7i?t^#?r 

(3) «^n-t^«, #JJ8LTV^M1f#ffl^v?**£, ^ro|ynt7 

(4) (RELEASE-REG) ^SrHfTi" So 

(5) CALL ift^#^{c£«9, ^o-fe^ti, fi«=»- K*^»— ^SrPftfffi 

To 

15 (6) i/ot^|j: N I/^^^MPn(SEAL_REG)#^-?rll : fT-rSo 

-To 

20 IH 2 7 (1) WSl^T&^n-fe;*^ K^e^a— ^n- 
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$t**$/^*hT (STMEA_TO_UA) ift^&^n ± y f- = T 1 UCfcH^i - * (S 
9 1) o :OS9 1(l HI 2 7<Dmm (3) ^^-t"S 0 

g!V>T, OS#-^/W6 Oft, TzfVtr—. *s b Vri^ljffl LTV^3 I^v 5 * 
—%*AjJ/*7*?b-fZ)l>'i?X?ffl1jk (RELEASE_REG) ^^ntyt^ 
5 7 1 lCffi^f^ (S92) Q mfcZfttcUitxfmmZfoZ, 
:OS9 3ii, m2 7<D^m (4) ^^-T^. 0 

V-v^^itfP (SEAL_REG) ^^^^nir y-fra T 1 1 ^ffi^i-^ (S9 
3) 0 S 9 4(d*5V>-r. Z.tLb&^<D;<7 ^^^lELV^-^ (S9 4 : IE^) , 
10 ^fab<D$s<$\±-7u-t 5/1h = T 1 1 fck^XMft £*U S 9 5 \zm& 0 -t 5 "C 
ftWH^ (S 9 4 : ^IE) , S 1 0 3 ^ittf 0 

Jlf^XOxy f JJ Ir^-v^r-y/H^St^ (S 9 5) 0 m^^tl^i^^ 

X(DM^^iS^-t-^fc^<7)if56:^^©y y-^^feofc^ (s 9 6 : 

15 9) % S9 7idjttp 0 jj^^^oy y-^^^LTV^fc^ (S9 6 :^ 

£) , S 1 0 3 \Z.mtto 

S9 7^*JV>T, OS*- 013, GTy^t^i, |{^Lfc7KV 

*.K.tP<~ ^gEtSrA^Wv^^Ki^U T^-fe^flF^ (AUTHORIZE) 

Sr^otyfaTl U:ffl^t5, n<OS9 7Hu 0 2 7O?i (2) Hl2*/£ 
20 t5„ 7ots/t37 1 ltfS N jESlC^^fTbfc^ (S9 9:jE«) , 

S 1 0 0{Ciitp o IE#Kl^£^m?#&a>o (S 9 9 : flWS£) „ 

S 1 0 3 

SlOOCfcV^, O S#— ^/W6 OfiT^ir^rFlg (AUTHORIZE) ift^<D 
^^ISf^^itT^ftSc ^O^, 0 2 7£>3Mg (5) riSfrfcft. ifc 
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mWt (RELEASE.REG) *Wnt*/t37 1 lCttl^U OSffltt^ 

«u^^sr#»c$*5 (si 01) o os*-^6ott, mm 

m.$L* 9 y 9 o — K ( LDME A_FR0M_UA ) ifo^^n -fe j/faJl 1 tCtti^l U 
5 OS9 5(t H2 70fli (7) ^^-T5 0 

fc&x ^^wie, y y-^©^Mt;^f4Lfc^, s 1 o 3 
1 tciitPo 

10 call, jump Xte return f^Hiot, — J^^^^Xf^I^^^ 
= - K«i*0y^S5S4fe-t-5. rc^I^^t*, &©2oo»l^I 

15 (b) ffite&^y* > ?<Dm<DfeMk, >&m\zjfcctznnfe 0 

GT 1 Ote, = - Kou^^SRioH^ #|& • «#«^©jfefflT K 
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k&i^ \?& t Pm-fz>m\zi'i?x*m3\ (seal_reg ri) 

fT$nTV>-5^ N ^jE=i— K^Hfir^tCl/v?^^^^ (RELEASE_REG rl) 

5 9T*fc5 0 

TST RSSL. rlss, rlssBit 
BNE chk_seg 
SEAL_REG rl 

10 ^^Ol/^^r ltMtS^S' h rlss tfMjtSrf^S^J; 9$lf3U 
r lWJtltV^jiV^ r 1 Sr^glL^*5«a^^i- 0 

^©TRSS77^t7 (0) Kt^-TS'SIigttkfcSo TRSS77^ 
^- 7 \z ft o T V n S Id t jfi^d^ fe 3 - K*s»iK $ n 5 <t „ ft 

CPUtaotliPC (^n^^i^^^^^) <ht>V^5) ^tfiiTKl'^^ 

<t^)»5fic^— 9/^9 vt^if* is ?<DnmjE&ft?&^fcfrz> 0 

20 JEATOi:*3t)T*fc5o 

ch_seg CMP ip, trSegraentHead 
BMI ret 

ORR trdss, trdss, trBit 
Z<D3ft& s ip *s^-r<R3BT Kl^^wiiOiSfT- 9/^9 ytttf* V 

25 hiri/^^^s^^srfT5^a^^-r 0 m^^-vmrnm^mt^T-t^ 
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(MOV rl, [unprotectedArea]) 0 U SS#^=i — K^ilf WH&SU::^ 

5 l^v 5 *^ r 1 «$tRlL^*3$nTV>^fc46, * T^-fe*:7;*— 

/>h (SEALED_REG I STER_ACCESS_FAULT_EXCEPT I ON) ^^LTV^ 0 

~ go W#SS=i — K«f^©>/-^y^lcJ;oT, GTiOii, « 

0t£ x OS*- *MZL XZ&m^^T** h®9WX.f$<Dis—tr>x<D—M& 

15 h£ii0i9#;t5£^L-C^5 o T7°y ^r— i/ a V 1 aMHJffl-*-* ^ 

OS*-^/V6 0lt &Wmmi&X? y>? * YT (STMEA_TO_UA) ife-frSrSlfT 
-T^r <b{'«fc 0, U-^^r I©^tt7*-^lt*-tt^« Kd -CBS^StLT 
frh&mZtlZo £bl^> ^^^/^^tlfcl/v 5 ^^ r 1(4, Ux?X?MJ& 
20 (RELEASEJffiG) *^lC«t «3 0 ^ yr^nSo r 1 i 

Kit), <5r— v'a y2^at^^V^^ r 1 ^J/B"^ r £ ri* pjfg 

^tf)^ fib«a >f^^ hfr7C<DZfu±X\Zi>}£5m^ OS*-^60 
tt^S^Sg fSgilS* * V 9 o — K ( LDMEA_FR0M_UA) ^^^lltf i" 5riti9, 

25 is^nrwci/v^^co^m-^HT, i/^^r im§ns, -to^ 
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5 ^^OTK^^^^^T^bWmi-^WX^S^T'fcSo OS 
m-fo OSf±*rtflJlo^GT9-f-fe^«r^9^^i:U-C AUTHORIZE =-r^K 

15 ^iRWLfc, L*>>U £JLTW»a«W***««B«:fflV^6ri:-e^ GT 1 0 

|3lMf-^W©*f^-^J^to B3 1I1, GT10±t7I/ 

f3-^DRM7nt7iaot73- KSftfc?*— DRM7nt7 

Kd SrfflV>nff^-fk$tL^x RAMI 7rt©*tftJfr<-^CBftSft5. R 
25 AMI 7 0#*»a^-^l-IB«*nfcf f -^tt7 tf -^a^« Kd fcffllvCfc 
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Kc Kt>a»a»fc>b1\ *W3fe*^a—^ s ^5c*^a 

-/KOftaf-^flljiiRfrffltw fc^Tt 5 J: 5 let Sfcfttll, @32i: 

KPacra : y 7 h V aT-t^a-— ^fRlttS.SE^<©/^— b^llfi 
20 Kacra : V7 h £ ^T^e V=2.—jV^nmWM<0?V— h&$4t 

Kdp : ;^<Dm&M 

KPdp : #*jfc*^a— 7U©^BWI 
C (KPdp, Kacm) : *W3fe^y^— S^©^0B«BEW* 
Kc 1 : £j&7C^E- KtS#« 
25 Kc2:*W3fc*S*a-A'<0 = -K3MHI 
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( 1) £&5c*Z?~—/l'1>mtift*S?*-MZ-l$mz&&L1t2L&&mir 0 

(2) *W3fe*^3-— g#<^ni?*riS£^Lfc{!^Si&<E> I Di 
Kc2 £KPgt TBt^L/ditifL^^^ii^Lfcx-^^ ^^f-^^fv 5 ^ 

5 9!*tt PKI ^^y/BfgSE^CCApkiK DRM fflfglE^ (CAdrm) l^iT^y 

HKfcfefcV\, *3b\ gE9J*fctt, ft-IHH Kc="YYYYYY"tfS KPgt 

(3) *t**^a-/Hl, (2) ^fifcLfcT*-**, ^tc^E-v 5 ^--^ 
10 KHtt©^-*^/:/n-ir;*|Hafflr &ifSr*Jffl UT^i~ 0 

(4) ^tc^tv^-zW^ »£$r^*y*U *OiEatt«r}IB-C#fe» 
£\ attftlt/tttWIga— K« Authorized Code Key £T*-fc*tr PR' CW 

«**-KT?a5^ttjL*^) <t sf ■ Kd «raae>ii^GT7^*^ 

fc}BJ£fi«tt*«:'<7*«*fc L"C> T ^-tr*fFfg#^- (AUTHORIZE) SrHtr-rSo 
15 fc*3 % ^^tfel^T'ti, B£-5§- • tt-^l Kd=*AAAAAA**SGT9>f i? 

(5) T***mN^&llfrLfcJM:, *»^-/WTLBC!)y 
^UfcTRB^©^> GT^i?>*Ort^l£/££ft5o w*UC<fc!K * 

20 5**15. 

*002*^<DT^-fcr**#*PR"^l§!^£ft N ;©TLBrt©|f(*t5TRB© 
4fTBKttx 7 s — ^Sl Kd=*AAAAAA*^5 Key 7^—^ KK^!^£;H5o ZflKX 

!)> ^Tc^e^a-'/KO^ai^-^W (TLB©2frBlcStJtS) 

25 ^a—A^ X-^H Kd='AAAAAA''^fflV^T«^-t-CSg^ttl-r* : ^^THg^^ 
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5o 

ft*** M^S^^a— /uRf|t?ffia»SE«:fT54i^tt, (2) lc*5V>T 

ft*3 % BlOCjjrfTLBrt^ I Dtf* 2 t**>5ff £ I Dri* 7 T?*>3fTHu 

10 "To ^<D^m (S 1 1 O^bS 1 2 3) [i, V^fis3-/H§©A^7^^ 
Xofcfc 9 \z&8L<D9tm<nT KV^ffc^'i^^V^ 0 2 8 
^tjH-^MI (S90^bS103) i:I^#T*fc5fc*. RWSr«*-r*o 

fc*5, = Vt 1 (Player) T^U ^ 3 i:I<Dn-*;Vf-^ 

^t^fflV^-Cf^-^ DRM4 0^P>7*-^S:#-C, mS:ff4U 
15 mM-rz^tkLXi>^\ limb, *©*t*«rlE*i-S»'&KW:. GT7^ 

20 ^-f -r— ^S-CJfeSo ir^T*^— ©fll&tt, GTlOO^ICtfiLt 
/n-K^x7 TRM iUT^tSritttiV^ £fcf4, GT10#**« 

25 Trusted Secure Timer t k 5»IBSr^o^®*SJ,5 0 
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<DRMV7 f^iTii^r/^ 

£ATs DRMM7 h ^iT^^^-ZWi^f/H^tSo 7^ — 
RM 3 0 > ^7^7DRM4 O&TJ^ftb^DRMaSjBV^ P K l7^^7P 

5 -> 3 y|j;, GT 1 0±T-^£*t,5GT^=i-K<!: L-C&ftiiU Utr^n 
10 =-K»t-§-|i key (Kc)T-^lt^$^TV^5r^&?gl^:bTV^^) 0 0 3 4 (c:£>V^ 

So 

20 (2) 7-r-fe>^^-[tBt^b$nfc^ST% ^yo^^LT^f 

(3) ;*7^T DRM4 0ftT»«^£ftfc7^-t?^*3-~te> m^W^&Sr^ 

*-<DWVg%-ikl-£GT 1 OT^a^nfc PKI flF#7>f T^JJ 2 O&ffl^TlliS 
25 $tL^ 0 
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(4) 3L— !)V>l¥£!53|WS*>o;fc:»£\ ^f^7 DRM 4 0 ttlE«l«fo&> b 7 

(5) ^x-f T DRM4 0 fey'za — y DRM 3 0 ^f&SEL, 7* = — ^ DRM 3 0 t * 
^Ti"5-fe!X'>3 V=¥— Sr^V^-C7-r-fe^7dr— ^Bt-^-fbb-Cx^ — ^ DRM3 0 

5 i^iH-rSc ft*5, n<30MO*WS:t>*^|ii (7) <0fi*a7*-*tf>*WK<^-C 

(6) 7=— y DRM 3 OlifE«0l#a>e>lt*> WL/cBt^^^X^^i:, 
X-<7 DRM4 0*>P>^7^-fe^^— £'*7^ * t UT PKI Bt^^-T^y 

y 2 ofc«#«ys«r»»-t-*o 

10 (7) If^tlfenyfyyUM^if-^f^Ut Player fc if W 

(8) ff477H^-^3 y^nyfy^^SifS, 
£*Tx 0 3 5^&0 4Oiffl^T, ±34©^«S^«J:t)|^b<tt^-r«o 
*f> 0 3 5RV i m 3 6 %fflV>T, ^ T^f 7D RMil i oTff^nS&lt 
15 ov^ffcW1-5, 

*"?\ ^T^f7DRM4 0lt M^Mlx^ ( SET_TR_R IGHTS ) fii^RXf 
Ui?X?<DmW (SEAL_REG) ^^Wn-^^> (S 1 3 IMS 132) „ 
T x ^f^7DRM4 0ll g^tCffl&ai^nfc^ttfflLSrStUW-t- (SI 3 
3) „ >f^7DRM4 0lt H0tU$n^S{«1»#^*tJ©-r5GT7'r-fe> / 

(S 1 3 4) 0 iE^^I^^DBtC&^nTV^a-^ (S 1 3 4 : «3 ) . 
S 1 3 6 HI^, *r^7>T-fe^^DB{C^$tlTV^j;V^^ (SI 34:* 
L) > ^f^7DRM4 0li, ^:©GT7^ty^5:7^ty7DB|:^L 
fcm (S 1 3 5) % S 1 3 6 \zMts a 
25 S136^joV>T, ^r^7DRM4 0ll 7-< i? V^WSffl^It^^X — 
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*«#«r£fifc1-5. S136W«ol^ »L<tt. El 3 6 £^Tf£iz& 

7 4±>x^mm<Dm&w^~?m®.*£f&x*$tiWi& (s 1 3 7 : 

NORMAL) % S138^ii^ 7^fti/^f IfflW»^f-^^^4^f# 
5 &/0>of;:4§-^ (S 1 3 7 : ERROR) , S 1 4 2 ^ittfo 

S 1 3 8 toSV^T, ^7>f7DRM4 0|j:, =7 <<'*Z'XlBmM<Dti&3t? ! — 

*m&&®m<ki, (s 1 3 8) , 9^c±>^mm^ w±wmmMJu*$&T 
^*%#o 0 v4±^^mm^§:nrzm^ (S139 :*>*» , ^f^r 

DRM4 0i$9-<±^**%:m LX (SI 4 3) % S 1 3 9|:U*5 0 S^fF 
10 mW^^ftzm^, ^7 f >f7DRM4 0liS4SWS:?T^ (SI 44) , S 
1 3 9fcfc£5 0 ^TS^^^It/:!^ (S 1 4 1 : fct>) N l^v 5 **^ 
(RELEASE_REG) #^SrHfT b (S 1 4 5) „ ^JH^T-T^o 

7^±^xmmm(DM&&7 ! -?fcm<D&mz!£mvtim& (s 1 3 7 : 

ERROR) N ^7^7DRM4 0tt ^^SrfflTJiSiE (^0**) KtHJl L 

15 (S 1 4 2) x S 1 4 5^ittfo 

mse-Sr^T, @3 5«S13 6Ho^tlftKt5, 

Kd Zm^XTf-t^m PRW OGT^-fir^^Sr^-r^ (S 1 5 1) „ 
ttV^T, ^f-f7DRM4 0lt A a— /V&PWffi-t- 

20 (S 1 5 2) „ S 1 5 20«la^-^V^■Ctt^ ±IB<D i: 33 «9 T-fc5o 

W^^^^#i-5^^^7-^^c^^o/c^ (S 1 5 3 : #L) . 
&*fc£j£$;ixfc*£«:a«BL (S 1 5 4) % S£jdSjELtt*ltf (S 1 5 5 : 

(S 1 5 3 : fcip) „ Xf*> S£tfSIEL< ftl^-g- (S 1 5 5 : ^— 
25 ffe) , X7-^^^7n-irgf 0 
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m 3 ifrhm 3 9 *m\^x, f^-^DRMiaottfbnsM: 

oV^IKlltS. £T % X^-^DRM3 Ofi, im^liPS^^ 
(SET_TR_RIGHTS) tfr^&tf * <£$tRl (SEAL_REG) lft^-£rHfri-3 (S 

1 6 1RUS 162), ^f>f7DRM4 0 13, g A'^S&bii^tifc 

5 l^'lim£Ifr'9tfcJ-f (S 1 6 3) 0 

W$.%:±f&-fZ> (SI 6 4). :©S 1 6 4lcoV^-C\ s£L< fiEl 3 8£r/8l^ 

S 1 6 4 <Dmmtf~iE1%lZ.?Tfrtltcm& (S 1 6 5 : NORMAL) „ f^-^DR 
10 M3 0I1, S4WKgj|i, n±g?&RTffeTm&<Dffinfr&g:i-fZ-§-X*&'D 0 

S 1 6 4©ftlffiiSiE#^fT^n^* i o7lt»^ (S 1 6 5 : ERROR) N x = — ^ 
DRM3 0I1 ffi^tt (^HI^) ^^^-^^Cfc^^^L (S 1 6 9) , 
S 1 7 5 {Ciit? 0 

S^fF^^SrSttrb^ (SI 66 :*>9) , 7=--yDRM30lt ^ 
15 f^7DRM4 0^P)3yT>yro7^t^^-^#L (SI 7 0) „ S 

1 6 6 {zm% a 

tt£M#&g:tf1zm& (S167:fct>) N 7 3-^DRM3 0ll n^.f 
y^©7^ty^^- & 5 ^S^IJf 1 5 (Si7i)„ =a>^ 

^y^r-^rM^T*fc5i^ (S 1 7 1 :&#&) , 7 = -^DRM3 0 12 
20 lt^b^ny^^«^u *©yny^S:*^r-J-5«LaS:ff 5 (S173) , 
S 1 7 3fcoVHvTi$L< 120 3 9 &JBV^^-t-£„ JH^T, 7=-^DR 
M3 0tt, ft$LT7Vfr— 1/ a >(Cilip^ii^iU (S174), S16 6I: 
US. S 1 7 1 ©^J^(-*3V>Ts £El#L-CV>&vv|§£- 
(S 1 7 1 : fcL) , ffi^MS **«rfTV* (S 1 7 2) , 

25 S 1 7 5 icmtSo 
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i&T5#«:Stt;fc4§£* (S168 , S17 5 Kit^ f^^DR 

M3 0li, l^**fl¥ifc (RELEASE_REG) #£&^?TU #yffi£:i&T"t'5o 
0 3 8^ffiV^Ts El 3 7 0S 1 6 4 fcLO^TSP L< tft5JH-5. 

5 RM3 0it f^-^DRMSO^iotf^-K^iXfc^^ryy^ia^t 

-T (S 1 8 1) o iOMlcov>"CI4IEi:KMtfc. I=t^M» s ^-e#7^ 
( S 1 8 2 : NORMAL) % S 1 8 4 Kittf, -t 0 "Cftl^^ ( S 1 8 2 : 

error) . ^y—m^^mm c^m^) cs 1 8 3) , 

10 7 p 

S184fc*3l , »t\ T3-^DRM3 0I1 GT10C, B£-^ffc£Hfc = 1" 

15 si 8 4 <Dmm&jEmz.nt>tittm& (s 1 8 5 : normal) „ s 1 8 7 izm 

t?„ S 1 8 4W»aEdSjEHr^t>tLfed i ofcii^ (S 1 8 5 : ERROR) „ ^9 

-m^mtimm i^mm Kmxzit (sis 6) N ^^y7n-c^it 

S18 7l^V^T> X = — ^DRM3 0lt BS^IH^W^^T 1 A = — ^ 
20 SrPfT>*tti-r o S 1 8 4<DtoM&JEm£ftt>fr±m& (S 1 8 8 : NORMAL) % * 
J^7u—fc'&M1-Z> 0 ~th\z£ K) „ r=-^DRM30i:PKl7^77!) 

a*> iteurattt£*$ n * titLi&m?- * *&ft-f % r t a*-e# 5i5 

S 1 8 4<D&mtfiE1%lZftfrnt!:fr<>tcmG- (S 1 8 8 : ERROR) % it 
25 H13 9 ^rfflV>T, 0 3 7 CDS 1 7 3 (COV^T =t 9 i£ L < ffc$!ii~5o * 
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^j^-t-s (s 1 9 1) o mzmmznT\<^w& (s 1 9 1 :vm&) . s 

1 9 6\zmtfo ^tzmm^tix^^^m^- (s i 9 i : imm) > si92^ 

bS 1 9 5&nt>tlZ> a ro^Stt> @3 80S184^bS18 8^it* 
5 fc5fcat>, RW*f*t5. S 1 9 2^Fj S 1 9 5©^Iti3l>tX7-^ 
^Lfcm^ (S 1 9 3StfS 1 9 5-C- ERROR) N ^7~^£tH7J=gS (TO 
tf) (S 1 9 8) , ^^y7P-CUft5o S 1 9 23&*fc S 1 9 

5 ^iE^^fr^tLfcm-^s S47^y^r->3 ^ir = -/DRM3 0i:l4ffl 
*»«**#tt, S47^!J^3yit 7 = -^DRM3 0t«totlt 

Hfe»**«*lw||#ii*Jxa o «^-^iE#^tf^nfc^^ (S 1 9 7 : 
NORMAL) N >/fy7n-tfS»t5. tt*#jE*fc*Tfc>ftfca»o fc«^ (SI 
15 9 7: ERROR) , S 1 9 8 Miltf » 

*1\ m±77V itft&ttERttJg (SET_TR_RIGHTS) 

Xf^i?*?(Dmft) (SEAL_REG) ^SrHfrTS (S 2 0 l&t>*S 2 0 2) 0 M 
20 ^T, S^P^-Vayil g#^aae)5i*^Mttf*S:IR?)W't- (S 

2 0 3) „ ttV>T, H^T^y i/a -r =-^D RM 3 0 fcSSESrl? 

(S 2 0 4) 0 rO^SE^^S^V^T, JtiES 1 9 Ift'fsfrM* 

mm&jEmz.ftt>inizm& (s 2 0 5 : normal) „ s^r^y ^—>s>tt, 

25 &a>ofc4§-£ (S 2 0 5 : ERROR) , S477"!J i V 3 ^7—^*3: 
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mtjmm (^m^) uuu^^ (S2u) , S216 \zmtt 0 

??£53fc&gttfc|§<£ (S 2 0 6 :*>U) N S47y^->3 ^ft, x = 
~^DRM3 OKBgp-f-^n y * £tg-f§"f 5 «fc 5 gjfci"* (S 2 1 0) „ fa- 
^DRM3 0^b©I»iEt^ (S2 1 1 : NORMAL) „ S^T^y^ 
5 -i/ayil, ^©yns'^%ff4t5 (S2 12) „ =yfvy©S4^7 
■f^^-C (S214:No) „ S 2 1 Otf>bS 2 1 2 ti|| D MZfrZo ^s*r 
yy^S4^Tt5 £ (S 2 1 4 : Y e s ) , S206 \Z.%> 

S£5jfc£WI*<0g3fc«:g:l*5i: (S 2 0 7 : & 9 ) , S^T^U^-v-a^ 
f«©^:*:£llfTL (S 2 0 8) „ S 2 0 6tt^5, teTgjftSr^ft 5 t 
10 (S 2 0 9 : «5 ) „ ff^T^y <Jr — iXa >-fiGT 1 0 \Zlsi?X*mi& 
(RELEASE.REG) ^SrHff$* (S216) > &!I£^T1-5o 

5E^#^^$n^^iB«iBt^ife^SI!«^»lS^«8PSf« Kdrra ft k\ DRM 
15 ^-r o HI4 1^*3V^T, ^©JIEttSr^L, skV^^cBlte, 

«?^© drm ©-fey b(Dfr&&ik-fz> ! &m&frtb, ttttm^z&mtfhZo 

(1) H38#as£j5ftLfc8H6«i (Kdrm if) te x ■ fiBiJivfax©*^ 

t>H!**as^ufc#iMi«F*ife©« Kprd TWHbSft, ^^-v^^a 

(2) GT^-feVJMfc**!^ Kprd <kT^-fe^^#' PR' t\t, ifit#S^ 

25 - K-eo^K^ffl L^riBjfc^»-e»ai3- Krtfc»ae>a**L*. 
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(3) = — F±m±* Kc-CBt^k^tlDRM t Ltftl^ y <7"— £ft5„ 

(4) Kc fi KPgt T-Bt^^tL, DRM 7-C±^*bLX DRM ^y^r— v^A 

(5) DRMUfT^Ft- VHTRM^br^GT 7^ty^liGT 1 Ofc&A&tU G 
5 T 1 0 rt$|5"C Kprd i 5 ^ffl$tl5 0 

(6) KprdT-Kdrmtt«-§-$n> *IJ/B£*l5o 

Kdrm ^tpr i:^-e#^<^^ 0 #^OGT^^tlfc^^«, i&b 
HfcGT(^^liHt^^^iilEPJ»<D^^^i-tt{i*J:v> 0 t£oT, I^C 
10 DRM i&XD GT fatt^HE^* (Cdrm2) ftlES 5 ^ £: # 

<UDAC7^fty^fI> 
15 ^^^^.h UDAC 7 4^^X\zM^Z—f&ffin<D { WMJ5#:te. UDAC-MB 
ioitJ 5 udac-la <Djj3Ztt\%m<z.t L-C1> «tv\ El 4 2l:7^fty7flO 

ami 7 fo<D&m7-?mmz.umtstix ! wnisfrz>o ^<D^mr'-^mm^ 

cpu (gtio) (Dft&wamzh?j±>'x<Dm®ffinfr&i£izi% 
mztitiftmxmmxz z 0 z^-t^^m Kd i^trb b^-^-h Ktrb -cBt^ 

25 tL5r i U-CtJ:v\ 
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&*5, Ktrb t Ktlb <Dm&mmt>*7lh£>Z>tz#>\aZ, -£OgJHS£®V^T 
Ktrb £ Ktlb <DF^£ U 7 V y V»-t"5&5G& s fc5. V 7 V yi/a©HHIt7 

?T <y7L-fcYffit£tet>t£\<\ U7I/yVaia5 Ktrb Rtf Ktlb ^H<£>#>£ 

CRL ffi«JfflittlfiBtt±3E©^'r-fe^^*a^rt»-«pon <b i: L 
-Ct><tV\ 100 DRM /^y^r— S?©ttW»W:. G T 1 0 ^o-CV>SSEW#^ 
10 ft^t^^HSi^^I'J^i"*. DRM ^y^r— efc&*car*-5»£*fc:W: 

-£<D GT ffl|:»frlfc DRM /^^~^IE^O W3fc2b£*l5 0 
^n^Arav^y&jtMiiU UDAC 7^t^Srft5»^ DRM h 

15 «fcV\ GT ±fc*S6Lfc DRM y7h9*7fcffiV^ UDAC-MB ^ PI 

7 ^ ir £ LT^Q;S LT t> J: V^ c DRM 77 h7x75ri^5l^ UDAC- 
MB/PI ^-fe^*©^ £*T^-fe^ti(PR, X, PRW, PWX)0#.{* DRM fi"C 
GT ^•fcVJMCfE&U CPU (AUTHORIZE) ^fflV>T^J-t" 

5 D ^rOflh.OT^-fe^^l-OV^Tii, GT M DRM PVT&MiBM&ff 0 . 

20 UDAC ^0©y7 h-7^T TRM £/flV^fc#tfc© DRM 

t GT ^a-fbi-Sr i:T% /n— K**7 TRM u^t/wo»?fi[*H4Sr«Po r. £ ^t? 

25 7'f-fe>^^»ttlli©*mi"S*t>^T?fe5. Hi:GT±-e»T**l5 20 
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>T«IE$ilt*t»*»||««:^ Ut5iat5 lit LTfc«J:l>U UDAC- 
MB ^UDAC-PI t£¥<DZfn h=t^^lffl UtH^tSf i LTfc&VS fB.U 7 

5 fcfcltt:, TRM^l:, £(TW UPL (Unreplicatable Private Locker : fcUR^IB 

V\ r<7) UPL GT <D^"C||^.LfcV^-a*{^fi N TRB.uo (TRB|^Ouo7^- 
/i^KtfXfi) *3«tt5TRB. cl (TRBrt© cl 7^— /VK©f) t> on iz. L 

10 fcfcU GT ©*8S&£J»r&t> UPL S:fflV>-C« s ab-CV>S7-r-fe^S:*ll«pi- 
5^S^fc5^{cf± s 9^-fe>^«3afflMflMR«r*#rt-« UPL ©iiffit 

^^fittlSttf^l-U Permanent UPL UPL) |:t5^5sJS*)5. 

»?MS£Ktf>— «5«: Permanent UPL iCffl «9 ^TS^&KoV^te. £.r.-Ctt# 

5£bfcV\, 

15 GT g>£Mfel:i TRM It Llfc UPL SrH^-fS fc fcfc: W\ UPL fi UDAC-MB fc if© TRM 
ME^n h3/^r UPL rt^S"*-5^»36S*>5. ^SBteH^-TS Permanent 
UPL t LTIi UDAC SrH^ Lfc Secure MMC fc 4f Sr^Jffli~S n £ £> 0 

y^&T/T*— *^ny*«: % ^XfiBt^T-feo/c (ebim=OXfil) . 31 2 
25 So 1214 3 5 l2llW:Ib5GT10 0ll IHIii 
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^yZ/z2.=f-=c-y^i 10 2, RTf^y^^^^i?^ 1 0 3£{I;i5o 
&fl:/n yy--tuy-y- 10 111 y>a 1 Ulll 2d>bffl^J$tL^ = 

5 ebim CO^S-^VNTs^SlJ-r^o £*l7i-/n y^^i^H^^^D 

fikmy** 1 0 1 fl *:<Dy*U y?&^y*/x.^yi? 

^10 3{^ttJ^i-5o ^s/v^^^v^ 1 0 3ii^(7)^n 5/ ^ y &± 
J&U ^y'ny^r 1 Q\-X^(D-fuy^^^it 

U RAM17HtBM5o — ^> ^-f^>allX|j:l2ii^^^f^ 
10 n yy-tfj%m£frZ'<%7'v y ? X*tete\<^Wi&, ftl^^tU^lOl 
11 ^C^n^^^RAMl 7CttiM5. 

Sfc, ifc^n yy-tUy-y- 1 0 4(1 RAMI 7 (±177 $ ft 5 = — 

15 ot!)WPj/^T*$)5i^ Wn^t^^l0 4lt ■t©i»ai^ r 
n y^^^rzn. yi?yl 6 ^^^5. *fi^l6tt, t©ftl^ny 

U mf§r£tltz7*u ^^r^y^i 0 3 dffl^-rs,, 
v'a.^c^v^M ^(Dy*u y y-<Ds^y is Ay^afxj'*102 

20 ^atfnELV^&?fc»^#;fc*§£\ ^e<^^n y^&^-ryi'a 1 2X111 3^ 
miJ-tZo — RAMI 7^e>W^J$nfc^n y^#ft|^B y^Xl±^ 
*§£\ fti^ny^tU^^ 1 0 4(1 ^O^a-y^^dr-vyv'a 1 2X111 
3{ctH;frf-5 0 

?fc*3> 04 3 Kl^T, ^l^O yy-±Uy-y- 1 0 1 1 0 4 &m?LZ^ 
25 i^brt^^ {fc^^n s^-fe-l^* 1 0 lRril 0 4^lo©^I/oj/^t 
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5 ebira OftlOXttltilbofc. » 2 25*MHSfcJ:fttf, ebim 

tiLt, JE^2^fe7^ii*P$n*o WT> ebim ©HfcJE&CS^n y*<B« 

a) ebim= 0 <E>*£\ W-X<D^- 5— 7>f-fc>'*, ^l^WtUt) 

b) ebim= 1 V&X<Dfr (f lHJSfiil^t) 
10 c ) ebira= 2 = - Kffiffl 

d) ebim=3©»£\ ^±^OPftft^D y?(DH 

e) ebim=4<D#£\ l^^c^O^. 

^ 5/ > =«. a - Kf&B4m&3C 

f) ebim=5<D4§£\ ^ y ^ ^ V ^ <0^ a 
15 !X > 

g ) ebim= 6 ©*§£\ y * M^MJ=«— K^ffio 

h) ebim=* 7 P±d>oBt^b^o y*<Dfr. ^y>atB^I 

20 tf* h 0 : Bt^k77^o rC77W^t«)5»^ ^B'^^fft 

7 7^st7fifc5i^ GT l Ott, y^M*&«B'J = - K«r»«W 

25 Ss^5ltt*V\ 
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^S:GTiOO^i:j|Wt5^i:, GTiOii, tof-^^By^i:^?^ 

ebim cOfllte, ^lHJS^^P^^^ GT?^ty^|:t*n5 
#tffFfg = — KttACgt rttf) ebitn 7^— K©*tH-£<5lvC89!J£$;ix<5o 

H4 4*fflV^*2**^tt^*5»t5^ r n jy^O^IJft^oV^ttW-f- 
So gt 1 ojcjitLfi. &m=-F7uiy? b&mr- (Dffimzm 

Sr-^tf, ebim # iXtt5-C*>6!i£\ roT'oy^^iit^b^wti:.];'?, 
«Sl^ny^dS^Bg$n5. ebim 3*2. 3. 6 Xtt 7 -C*>5*S\ :ro7ay 

7n-^^ KMJ = - K&tW»*ik $ tLtcZim&frl*. fiW^c y ^ Bfljfrfe 

20 S„ 

RAM17±«7ny^[t GTlOrt^^Siiia^ ¥3C 
0-^^f-^^^$H5, ebim dSlXU5T^5i^ a«c6B#^ 
yVagp^-li, W-^ 07 K^i5A^b4VU 5 NOP (No 

Operation) i^Jxti^> t y i/ a 1 2 Xlif - ^ ^ t ^ ^ 

25 al3CB - K£*L5 0 ft*3, ebim # HHM^Ct 
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fc$o ebim#2. 3. 6Xtt7t*fe5i^ ft&W&s ^y^=^Uft^lN7LX 
M^n^^^s/K^lJn-Kt, NOP (No OPeration) fc3Etfe$*lT2&>e>, 

5 ^o«^t s JMStXfilJMl: J:ot4j«*n^n y^tflffftlfci* 

I24 5(£. ebira iUffcSl^^n y^©»3tS:*i"o 04 5l^t«fc5 
^ ebim ^4T*fc5t^ RAMiW/n^^lt ?jt©3-KX{±¥t®f 

10 -ry^a 1 3±tc^n y^Srn— K-f-SKHCtt, i^ftNOP^M^ 
5„ fc*S % = ~ KXfix — ^OA« r >a (SHA-lfci?) £Hf-^ 

Kc Xf± Kd -ent^kb^tfii-t-S w £ £ LttiV\ &*3s Kc &T>* Kd fct, G 
T^-fir^^f^^^tls T R BOBf 7 >f-;VK (TRB. key) ^iS^^H 

Km&*&^xm.W'rz>o 
20 (cov^-cifep^-r^o 

tf> fiUl^n y?±U? # 1 0 4^ RAMI 7 tfUfM^IJ) ^b^P 
jy^On— Kif3R^tH$^s©Sr^o (S 2 2 1 ) . RAM17^^ny 
^con- KS*^W$n<5 £ (S 2 2 1 : g*) N #»:/n ?n^M0 
4tt, fi^tlS^B y?<DT Vis *t ff(D ebim 7 ^ — Y<D^ 

25 TLB^Pj^iitp (S 2 2 2) . 
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ifcS^n ytlsf? 10 4(t ebira <r>%\ bTy hri^ 5/5^^^- 

5 ( S 2 2 3 ) „ ebim <T>% lt'H ft, ;/n y * mfKK^n 5/ * TOift^fl- 
*n£;HTV^;^ ; g : ^<lrL&!>-r o ebim 1 bfy h^tytfc^i^ (S2 2 
3' : on) , ^(Dzfn y9\Z.tt$k&7v y ^m^^m^flX\^ 0 KM 

5 Zfu >yf±U?# 1 0 4fc£, ^r(D^n -/^<D3 l cSg^^P$^XTV>-5^^n 
* H*fr&^£r»*tti L (S 2 2 4) , ■tO#«^ny^0B*Mt^*5V^I»-^ 
fb7 9^^-^T?*)5**??3i»*IJ*i-« (S 2 2 5) o Hfft7 7^tt, Bf^-te 
7 7 ^^T-fc 5^ (S 2 0 5 : on) , S 2 2 9 fciitf. S 2 2 9 d*3 
V^T, fi^Sl^o 1 0 4(1, %z<D?vl *,?&V$qr3L^i?>l 6 Km 

10 7}U S2 0li:l5o ^(Dzfu y^yt, '&%1$frtzM\z.*r^ y 9 s 

a 1 2X(±1 3t^j^$n5o 

Bf ^7 7 ^t7T'fc5i^ (S 2 2 5 : o f f ) , tfc^n yy-^^t 
*104f*, ebim <Oj(5 2 bfy h^S^-^-efcS^^Jpjje-t-s (S2 2 

6) o ebim <D%2 l?y MS, ^(D^u y? tt&**W&'^v*s^<OW&&& 

15 ^T*£> 5*»5^Srfl«^-. ebim <D%2.\£y (S 2 2 6 : o 

n) , *Q.3ite S 2 0 9 Kittfo ebim 2 If y b &*7X*1hZ>Wi'k (S2 2 

6 : of f) % &m-7v yy-^loy-? 1 0 4«^cD^P y^Srdf-* S'v'a 1 2 
Xttl 3^teiH-r5 (S 2 2 7) o 

S 2 2 3CD^J^{r^V>-C, ebim (D% 1 tfy h^t7t$)5^ (S 2 2 3 : 
20 off), ti&tfxi yt^t* 1 0 4 ft, 55 ^ ebim O|g0 If y h^^-^-efc 
6j5^Ji^J^i-5 (S 2 2 8) „ ebim (D&OVy Hi, ^©7*n yt^^rit 
l-ZZb&i&mX'hZfr&fr&TF'to ebim ©^Ok'yb^T-fcSl^ (S 
2 2 8 : o n) , 2 2 9 Kiit?, ebim <D%0K*y h^7t^5i^ 

(S 2 2 8 : o f f ) , ^^^n y ^ i? 1/^ * 1 0 4 ft, ebim <DW,2 

25 tfy baS3j-V-C*>5*^d^J^i-* (S 2 3 0) 0 ebim <DW,2\?y VfrX^X* 
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(S 2 3 0 : o n) N ^SteS 2 2 9 tolfr 0 ebim <D%2 \fy 
7X*h%m& (S2 3 0:of f) , KM?* y?±Uy-# 10 411 ^tf>^ 
n 1 2Xttl 3lC^L (S231) % S221 IZMZo 

$eV^T. E]4 7 £r/B^T, ^axy^y l o 3 \z X oTfTfrftS&Sfc: 
5 ov^KW-J-S. 

£i\ ^j/v'axy^y i o 3 W\ Ay ^-f^y b^MtS - t 
(S2 4 1) 0 -f^yh^itSi, a? i^axy^ l 0 3 
y VaO^dSfTfetL^^n y^Srffi^&tr (S 2 4 2) 0 $ £>^> /Ny^a 
xy^yi0 3ll Wny^OTK^i^tS ebim ^ 
10 O ebim <D^2 ify htfS^^T-fcSa^/H^i"^ (S 2 4 3) 0 ebim 2 
If 5/ h^yt'fcSI^ (S 2 4 3 : on) % /NyVax^yi 0 3 tt> ^ 
O^n y#a>/^y v'a-Sr^j&L (S 2 4 4) „ -t£)^n y ^ £ Lfc^ y f 
aWrt^^rftOHlK^ny^lcteaiU (S 2 4 5) % S 2 4 1 CIS, — 
ebim <D%2 \f y htf*7X&Z>m& (S 2 4 3 : o f f ) „ /N r > a ayi?j/ 
15 10 3&. y i^^^cOlHlSgyn s^fctej&L 

(S 2 4 6) „ M(1S2 4 1CI5„ 

afcVT, IH4 8£rffll^T % sy* 1 0 2i:iotft^5«ili: 

20 #0 (S 2 5 1) , -T-<^ />yS/af**/* 1 0 2 H gjft 

^fr^tv/c^n y^SrR^iitp (S 2 5 2) 0 ittV^ /NyJ'afsy* 1 0 
2tt, ^OT'n y?<DT ir^J^-TS ebim SrSfc^a^ ^© ebim <£>i§ 2 

tf y h^>Tfc5*^^J3&t"5 (S 2 5 3) o ebim <Dft2\fy h&*>~£ 
frZWi-g- (S 2 5 3 : on) N /^yi/aL^-x. y*10 2ll, /N^^axy^y 

25 i0 3i:J:ot4iSSixfcAyVai, Wny^C^o^nT^S^^y 
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afc&ittSrrS (S 2 5 4) o ltm<D&^ 2 0©Ayi/ a ^-tU^i^ 
(S 2 5 4 :^f—m . •?T2±y J 9- = T 1 1 C ^ >y v^^— b 
fcr i£ii£aL (S 2 5 5) , S 2 5 1 CIS. 2 o(E>/n$/ v^S— |fc L7t4§ 
^ (S 2 5 4 : — „ ^yi/^^yH^ ^©^n 5/ ^ &#;£>[E]Ifg:/P y 
5 ^CteiHb (S 2 5 6) . S2 3 1HI5, 

%^nmrm(om^m^^xmn^r^ 0 mzmmmnxn, eMm k 

1. ^tf 7t4jW^ yyK^4t7v y9 My h^r y^SrSfeiitf^o 

**0«t&&*B/h-C#5, T KW*<£>T&tf:y h/£ttT% K«r"feV^ 
20 t# & JxfcNO Pis*^ '>a7^ yft^ i t#ftt5 w 1 1:45. rwa 
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®Mk-tZ 0 (IBftWft+aW^n y?*=*l«*ft) o RAMI 7 

^q^- K ^ n ^xi^if-^o 5/^{i % ^l^n s'^^jy K»J=*- 
10 Kfc-Sftf. r cD^i = - o 5/ ^ Xlirif - ^ y o j/ i> G T 1 0 t'l 

sax, NOpa*^£ft5^sffi«TKv*©^-*tttB»£nfcv\ =-k 

LfcGT 1 0^2J^_Lil^-5CPU. of; «3 ^/V^C P UfcfcwrtM^a ir 
20 ^/i^CPU^a^nH^SrSbfESiir*^, U*Ttf>i 5 ^i^fx.^ 

CPU ±t'flT!:ifft5l^ 
25 IftlSlJH^jS-t-S. 
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®5 OK, GT 1 OATOT 1 OB&itS^fCPUOi^Ufet, 
m 5 0 ICTF-f «£ 5 G T 1 0 A> GT10B RXfR AM 1 7 ifft b 

-Clgic£;ixTV^ 0 GT10ARl?GT10B!t ^mt^^^IA 
So H^tf^l/^ KlrGT 1 OAWT 1 0 B^<fcoTMm-^fTl- ; 5*§'n\ 
5 HfTt^&o-C, GTlOARt^GTlOBIt DCTP (Digital 
Transmission Content Protection) <D%ikWM- (Full Authentication) %<D 
fe-EMWkft 5*t-J:oTir5/v'3 Ksnp £#5 0 GT10AWGT1 

Ksnp«rfflV**„ rtlia^ GTlOAWGTlOBIiKtrb^Kc, Kd 
10 ^t'^m-r^r ^^BXtg^^ao GTlOAMGTlOBlt t^>aV 
m Ksnp £fflv^^-r y ^artof- *&Hff-JHtU £VM£|P!SNEi£i"5wi: 

15 fcV\, rtL^H5 1 l^i-J: 5fc#^GTW«» = — KSSfrJE^ 
SCDF (^»ftii=i V^^S^TE^ : Super Content Distribution Format) 

20 HfT^SrfiStiiUJife^^:*^ SCDF £j&y-/v£i§ tt SCDF Sr^fifc-f" 
H5ii:*tJ:5^ scDFtiS^/Hi, y ^flto&Stt. y^#. * 
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<fc o TBf-5Hb£ 7 -f ± *x Sr^-TSo 
5 JB5**?»ll[»co^T»Wi-*. GT 1 0»cJ;5«aiS:|imi-*fc» 

l^fi, GTIO^ GT 1 0T*§I^H5DRMy7 f!)x7^-;^^ 

5. L^ba*0ttGTfc«XLX*3bi*, OS tGT 1 0©ifg?:t 

(1) )%m-±y7 hV=-T TRM ^j;«5 > CPU &3Sg|5#tf>/>— K£^T1*M^ 
10 Saw- *S:KB8U »CPUfnlit©DRMy7f')x7?:i^I/-f 

t5o rtL[Cj:«9 N ^OCPU|pl(t©DRMy7^!>x7^)^ GTlOlf 

(2) DRM^^-figE^DRM^-v 5 ^.— /V^ffl-f^o 

(3) ostfGT i o(Dmm&v-#—h-tz>-£-?i*.m$c&&m i wm. &m=* 

t.t^ ^^fiT^i;^— ^3 ^£x=» — V DRM ft— «O0>/"?y*-— v'KU Kc 

RtfKd fiEIC fc-rsr. £ £ LTt>£v\ 

nfrbmi 2mmmmt u-cttw-t-s. 
20 GT©*sffl^i^ov^«^^As*»f tnsjft^ rrm ^j^u-c, 

y-^-^3>-t 0 3. — ^ % ^-^'^f-v'g y s PDA (Personal Digital 
Assistance) , ftffltlg (ffi«MJ!flflt*KSr#tp) . ^-^-KfOIC 
*\ RFIDy7i7, AV (Audio Visual) GRIDfH, 
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*7jk-f 0 HI 5 2 ^^-f-j: 0 ^ -rf G T 1 0 XII 1 0 0 « $ 
TV^ 0 ^rA3yhn-7i:il> USB (Universal Serial Bus) =» > h 
5 o-7> IDE (Integrated Drive Electronics) a^fn-y, IEEE1 
3 9 4 = y tf^^-n > hn-yRtft-f^i-^y hn-7^rt 

Hl5 2^:ib^T, xv'^^^^^^^^IS^i-?)^^!)^— h\ IC#— K> 

^yfy^^mr £/$5"6Tb££:&5„ El 5 2 KS^T, v-^^A^ 

15 ^ hn- 7 i: Lt North Bridge ^y^7i-^i: UUSB^ 

I DE^|5^$tL. x/VT/^/<Xb LTIEEE 1 3 9 4 ^|5S$^^TV^5^^ 

1f$B^^> Trusted GRID Computing &£?5r^— K^^T TRM i: Hm^^S&TJft 
20 -fe^a y T^f W</^-C*H3H-<5 0 

25 ^7lI^iiUt, PDA^^mig^^E-^/^^^ffl^ 
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PC<DTCPA (Trusted Computing Platform Alliance) HlfiBKol Mi, tEjfe^S; 

x*n%mmnte^- w ^rmw* pc K^H-s&^fcofc:;^ gt £pc 
5 nm-e# 5 0 

H5l-e£5 0 SI^IlIS^ S IM (Subscriber Identity Module) # — 

10 ^I^^IS^P DA (Personal Digital Assistance) £?<D^M ^§gq°n 

x.5**s-e#, :tib©idii^- K#*r trm £i^o38tfjfc-fe=^ y^v 

^8»lJ:LtIC*-K^ RFID ^v^a-^^t^a Uf 

20 I C#— Kfcov>-CttfE*tf>;6fa;-ett I C#— KrtO-fe^F-a y WM** 
Xf^rj XirZZbK TRM 4£&MLtcmW<D^ yy^MZft 0 >&m&fo'otz.o 
Lfrhs WJof^/T'r^iA-K^xT TRM ©MS2p^ov>T#*Srfr5 
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■fe^a. y x-<fF'(if5^ov>-ct> GT^iiJnufc^T— a^t^ov^^ii 

I C#— h\ RFID /v^ifto-fe^a.y-rw'*— K^ei^a.— /H:GT 

5 10X11:10 0 SrH^-m^ # * * ■^'T X L-fc^ jy £ K TRM ft £iS1-&> 
^f±&< , CPU g&#<^ TRM te&iSL-C&t-mil^ rtLT^iJ^Bt-^ ■ 

-7ft Z&Bfr&ttZ. kt£<. K^T TRM ^/W^^^f^ 

Ytl—Ym.^ Y*—Ym&£¥-$:^—Y*7 x-T TRM W</K73^& 

CPU itblfeL-C GT <nmWf3\^Wi'k\^ GT O^TftJM^O^S: 
k LTtctV\ &:}b\ GT = T$iJ^^Ci, TRM, TLB^I 

j^frSSfl^&v^o ilU ::<£>i§£\ cpu ticti—Y^mmM^^X^m 

GT^AVKHfitSf^ ^^^-^^Xbfc^-^^rri ^ TRM ib^riffe 
•t'BWn^<, CPU^©^ TRM fb£;8£L-c*5ttiiJ;v\ ^ft-e#S'J^n£ 

-Jt- • «^-#ffl^^^m^t?r i:^< . ^- k^^t trm kmnm<D&m* 

W^>mt!t£ DRM ^^m-TSr kfrXZZ, £fc, £5>K, AV»GTIdO 

m&v&mxm&i-z ^ k as-et s 0 
&vvr, mi o^^iii: l-c, ®m^— ^~>v&m^<nfcm\z^xm 

25 GT(1 ^-i?*>hfr&W}9cX\ ?FlE\CWiZ-Xtizfi!*l£ : ?-rZtc)sb<Dl%m 



92 

mm&m%L-rz> ^t^x^^ a o£*k cut v t tt, 

VHTRM ^^.LT^^^Ki^tg^^^ - i:^x*#5 0 ^Ki^-v^^hS: 
iif^fk-rsr tKX «9, mi 1^»S^*5V^T^-T5 GRID ffJ^O GT 

5 icv^T, mil ■m&mmt ltgri v^w^<Dfcm\z^^xmi\-rz> 0 

1. (Integrity) : GRID H-^^^*R3fe^*5V>T. ■ftML^Hfr = — K 
^JELVN CPU T% IELl^-*£r/B^T, IE L < HfT^ftTV^ri^ 9 jfl»Sr* 

2. (Confidentiality) : fh^^^jg^^*5V>T, = — K^X — 9 

3. »R& (Accounting) : ftl^ifcm&K&V^T, SR&toJSWjE^ CPU mm 

fttK4otLS5fc*, *&Hi§££S$ii-5 GRID tHfr©SfttKW:Jl/£fr 

20 !>x7TRMS:«Si:lft5ri:^-eit. 

r<D±5^M^$>Sfc«) N GRID th3^#n80fc£ LT, -jR©^-yt;U3 

25 EWJl^»ft$n« 0 
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I. ^CPU (GT) <0»HE£H?T = — KBfc^B&itfi&SI 

5 5. ft*ft£ft£tt<z>ft&ffc 

6 . itMOi^S^ toil trm <£> w</v i: 0 * if trif 3 <fc 

tiMft Srfll x. 5 * ^ «fc t> , r. <d X o tafsm SrflRfcl- zzbtf-ssffctteSo 
15 l. naff 5/ Ym<DfcWM&<n CPU ^-r^T gt SrHSSU hK^as 

2. njj?5/ cpu nm^mmx^tc^-v^mnv^mm^^>o 

3. n/j? 5/ h^<z) cpu cpu y 7V w</Kz>flii^ttf 

20 4. r^A ■ mmm±^-^i & gt vmvy ht^rt lt^u ^ 

25 ^Ttf^, :0/w;vxy^y^jffif5 «fc 5fcU GT f£miti"3o 



94 

4*0, r. NET j wJi^^^A^b^fm^^tbfc^lAlf^WS^-t^^ 

15 i. fiAlt#«riaifci-5ir— tr*as % ^-t^u/w^a^Lfc r^Affif^ 

iX— J fcLffcibftV* pTtgt^^fe § o P3P (Platform for Privacy 
Preference : 7^>r fMflP0>fc«>©£*fc) Srffll^&ift- £ ^ >tf V *>— 
tttrtl*3ilit5fiftt:*V\ 

20 jEfcflAtiMMMfc&fT 5 RrtBtttffcS. 

CPU HGT^gU «IAlf«*»5^^ DRM 

25 (^LT7^t^^^t^Wt5 0 ftot, T^ir^M 
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Jft#fi *3 »* 5 T * -fe ^ Sr 3fi»J-t- 3 T* # 5 «fc b \z. ft 5 „ 

mi 4mmmmtvx, ^^^^Mm^^<Dmm^\,^xmmir^ 0 
\z®4£^zmn7T*;i'&m%&^zzki££z&mzMLxtemt}X3bz> 0 

C P U (c^ 2 ^t^li:f^5 G T 1 1 , ISa£=» — 
GT (CPU) ^^|g^-t-§ o Z<D±.X\ V 4 ^J-^V? V7 YV^T* 

25 GTO^>!r^ffl^J^oV>TfftWUy5: 0 GTSrj&ttLfc 
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cpu zum-rz- tizzy), v*r>( ±<D&mz£ ynfflztixziz 

5 o/cs^^^^^^^xf — jfcy M^^iu t.tL&m P2P (Person to 
Person) £/B V K fiStS/WEil $tl5 0 

2. *ijffl#i§fiE, m^at^^if— co^tcj: — wt(o^m.m$s<D?>-*mm 

«5 r. t \c X % 4 v * s> h Sr^.LfcJE^Slb i: *EHft<B * & ft 5 

15 4 . JL-f *q e>i"© cpu (omm *i&titi & , ^Sflt-e cpu b Wi-^^lc 
«fc 0«*Wtef|-JP<!7 — 3r^fcT*#fta>o*:!) LTV>fc GRID tHISrStffiWt- 
i&/B-?#S«fc5K£3. r*Uc«fc»9, — CPU ©fiJfflSft^s 10 fenm 

©ftia^dS, n-*;uft CPU fftfeH-^LTV>ytNFl-Jt|5?b, ¥*&LT 10 
20 ra@fS^±©iS£fls»Krc#*. fcSV^i, &3lfc&HHJ:lH:J*© CPU #Jffl£^ 

IHi^SrS^^-rS rggfiffl (Superappropriation) J >f /l'* 

v 5 3. — /141J/B # P2P c^-fe a y x >c -rnsii-r 6 o 
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SSagiLT, itHfH^-— t'^f-^^zi yt' a - -r^ >^ (Trusted ubiquitous 
computing) O-f 1/7 J K h &5 w t <5 a 
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tz.% i ^7^of i (D94-t^*&, mmm i <D®*««:/Bv^£-i§-t- 

io *WW;t~t 5 4^^IIM£So 

3 . a— W#fg Lfc 0 afcgX Lfc t) -f 5 r. k *s-C# fcv y 7 7* & 

»$*L5fliriB^*yffi«©r k Striae *})m®^<vT?±x$ki*k$:t£ 

TLB (Translation Look aside Buffer) £ N 

25 ^y^s^st. 



99 



mmTLBkmumik&'< verity 

striae ^yfi^ii, Bt-^-fb^n >y?zmM-fz>*^y i^©r k^c 
u 

mis^ 8 n -fe y f - n r buIe * * y U jltffET ^ -t * 0ki* \Z 

"j £ tit v ^ 5 dr ^ij^ l fc4§-a\ mumn^ u±xt>*i> mm * * y 1^07 

15 <r^l:f^^ 

r. i &4$»ii-.58ll#Jg4 (clefts ^AftgggB. 

25 7 p n-fe^^P > ftfl5^2©^*y^^or^-fe^Sr|ltf — gfcLfcV^i:*^ 
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w t t-tz m^m 4 5 kie*co tp&i&nmw* 

HuiaHt-^-^f*, atrial ^^^.f^^x-^^fluiE^^-y^^iE^i-^^ 

20 zt Zftmt-tzm xms tcia«(D^^m^Bo 

10. 

^ ^ — <D T ? ± X M M £r fT 5 ti #> <E> 1/ v 5 ^ ^ T ^ -fe * ftj 7- — -f , v ^ > 
25 £/^T, m^i?x?<DmWRVM1fr%ftmi-5s 
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10 13. mm*&&%'mmte. m<D*&mwmmtmm£}i, 

14. HUlEBt-^-^d, BUlB^l^^n^^^^fr-rSmf^ |2^n 

20 r<h^#^ii-6lt^l7!;MfS^l 3 <^Tft/i^fE*6^*i^3l^g= 

15. pflB^2^»7^-t^^{-(i^ iulB^l ^^Ci/TA^IIfT^n-fe^^ 

25 ri:&!l#m£-t-5ilf*Jll 4^|5^(D^^^g 0 
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17. l)llffii*|l/<y7Ttt, & £1^ 

15 ri: Sr^lt^-rsm^ 1M17 ©v^n^^l5«©^*«3H£Bo 

19 . SmIBM l©^n^7A|i, mfia^^SHL^g^m^flt^JSr^^^S 

r t zmmt-t zmizm imh m^axa^iB*^ 

2 0. msZMKDzfvjfyj*^ AAfl!faS:a5^a^7A-eJb5, 
20 r ir^m^-rsm^l^Ml 7<^T*liW£fE*<0**SOi^»o 

2 1. Huiam l c^n^^tt, fflrlE* A8*8f©HS3- Kofr-f/w* 

r. lT^^i 7 ©i^i";ixjWclB**>**«JHiHfc 

25 rc^hT-fc^, 
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15 ItfiSi tSr«FSct-t-5l»*«l7!rM2 3 OV^n^^aBft©**** 

So 
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Ht^tp r t &w&bi-5%n?&m i ism 2 3 (D^^-rtumzm^^^^wm 

So 

27. fiul5=¥-r yv-ii^^-y <Dffl\z, 

2 8. W*^ 1M27 ov^n*^i|B«o*^|f^«S:^r-r 5 r. £ 

15 2 9. f9*«l7IrM2 7 0V^i"n*^IE*0^*«j|^ttSr^ri-Sw4:Sr# 
«tt5IC*-K. 

3 0. BuiB^KDT/n^Ate, HfriB I C>fr — KtfHr^a. y ffim&M^t 

w 2 9fclE*<0 I Ctf-K. 
20 3 1. SWE«f*i»ff^«tt x p^y M£**3*i % 

WIBIBl W^n^^Afi, UMBO a!?* I> Sr«#Pi-5iW«l^n ^7 A"efc5, 

3 2. **«»«B^<ft«^o^9A*3lfTr*Wtt*^^5i|l!l»*fTfc* 
25 «(Sft8yB^7^ =-K«S^«tcJ:oTit^b$n, 
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Huiaut-^-^Jc, fulfil — KBf^-li^^VNTmilS^^n^^A^^-^^-^ 

5 n ^ v a ^la^-r ^ ia»3£«-e*> o r , 

HufS^'T'ci^TA^^b-C, iulBs-KBt^Sr^, JLo % WIS** 
20 V*3r^§-f 5 r it J; Striae -feV^^feflirlE^— KBf-^li^lt#$^ 

25 34. <p&&nmm^ ^m^^^y^%rj^rm^m^^^-zt^^7^ 



5 *tfS#£U 

20 mm^mwmm^x^xmummm^m^xmmv-f^^^m^n. 
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K&A£*i> 

15 A^j^nfcfttiia^- Ka^s?** b n^K^HMu -tn-eno 

7 << -fe Sr^i" 6 7 4 ± y* QejS&Wl t PL, 

25 fitna««=— K^fT^tt, Htia7^-fev^^e>5t#^n^:Btia=- KBt-^ 
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^m%mm (gd i cm s nt^^^^i 6^ 

10 7h-)x7lrIft5o 



PCT/JP02/06955 
B#S#ffrr 16.08.02- 



1/52 



5 0 
77* !)^->3VS 



OS • 



1^ C 



3 0 



f=>-yDRM 



1 V f 40 



DRM 







nL w vi/ r 20 












pki ^7 y 








| PKl7<f7*7!)g 






1 












t 
I 

1 1 







DRM1 




i o 



& x m m. (mm) 



1 /5 2 



5 0 
77' D^jVa 



OS 



1 V 



3 0 



-^DRM 



1 w f4Q 



>7=VT DRM 



DRM1 



1A. 



jC 



2 0 



(Public Key Infrastructure) 




p 10 



Ell 



2/5 2 




02 



3/5 2 



GT 



r 

1 2 



3 If- 



7^ 



tft^MMU 



^ 1 4 



n 

1 6 



GT Wtyx 



1 1 



Address 




a/ 



1 5 



Data 



n 

1 3 



7*— S'V'j 



r— * MMU 



7 1 — 9 



r 



1 o 



3-K 



RAM 



if*-* 



> 



-N 



V 



FF.JFk 



> 



' O0..00l« 



1 7 



4/5 2 



Notation 


Field Size 


Name 


Description 


P 


lbit 


Present flag 


on(l)T?fetl«, TRBas*Sbt?*>S - <k 


uo 


lbit 


Unable to Output 


on(l)-efenfi. Bt^b^r-X-y/HC 


cl 


lbit 


Cacbe Lock 


on(l)-Cfcixfi, kid*S»^SixfcBft» 


kid 


20 bitU& 


Key ID 


TLB** boy ls?<Dft#>(Dffino 


key 


128 bit£A± 


Cryptographic Key 




ackey 


keytdlBj C 


Authorized code key 


kid Sr^tf^TLBffO i^lCT^t^ 
^«(tetTX« g fTOkeyX, 


eadr 


64 bitflS 


Exception address 


keydWiS^— rOTRB{cy 











14 



5/5 2 



Notation 


Field Size 


Name 


Description 


P 


lbit 


Present flag 


TLB*«WS6-e*> 5:i £^-t"„ 


id 


20 bitSS 


Region Identifier 




ppn 


32 bitMM 


Physical page 
number 




vpn 


56 bitSS 


Virtual page number 




rights 


Pi 


2 bit 


Privilege level 


IBWttB 6 Xtf H 7 CO £ *5 *) . 




ar 


3 bit 


Access Rights 






tr 


lbit 


Tamper Resistance 


on(l)-e&ntf, W^C*-fe^^ Vh^l 




df 


lbit 


Debug mode Flag 

y if^c— K7 7 

if 


tr^onWCDJ^-g-cD^^T^l,, trtdfdSonft 
5. «j^P«B«3. 1. 2&#J8L 


kid 


20 bit@S 


Key ID 

maim 


TRBftcOglcO'lffglC y >?-r?>tc#><D 
TRBff(insertion)|g5jgiJ1t^ 0 


ebim 


3 bitSS 


Encrypted Block 
Identification 


GT 7 4 ± > 7 (D ACgt.ebim (D$L<D =2 
t°- 0 tr#off(0)tf> t £ {r i± £ (Dm 1 0 


sign 


128 bitU& 


Digital signature 


vpn^^ebim^trO^-f — /V KS^x— 








i 

i 



6/5 2 



PSR.S 

Wtf^— K | 


PTE.TR 
(TLB.tr) 


PTE.PP 
(TLB.ar) 


IF ( ifr <fr 

y ^ y j ) 


Load ( b — 


Store F 
/ up Ti ^ 


1 

*- K 


0 


000 


OK 


OK 


OK 


001 


OK 


OK 


NG 


010 


OK 


NG 


NG 


on ; 


NG 


NG 


NG 


1 


000 








001 


m^=>- K 




NG 


010 


K 


NG 


NG 


Oil 


NG 


NG 


NG 


0 


0 

TO 


100 


OK 


OK 


OK 


101 


OK 


OK 


NG 


110 


OK 


NG 


NG 


111 


NG 


NG 


NG 


1 


100 




»J6=*-K 




101 


K 




NG 


110 




NG 


NG 


111 


NG 


NG 


NG 



B6 



7/5 2 



TLB.riehts 


TLB.pl 


Process Privilege 


Level 


Description 


tr &df 


ar 


3 


2 


1 


0 


tr=0 


0 


3 


R 


R 


R 


R 


read <Dfy 






2 


- 


R 


R 


R 




or 




1 


- 


- 


R 


R 








0 


- 


- 


- 


R 




tr=l, 


1 


3 


RX 


RX 


RX 


RX 


read, execute 






2 


- 


RX 


RX 


RX 








1 


- 


- 


RX 


RX 








0 


- 


- 


- 


RX 






2 


3 


RW 


RW 


RW 


RW 


read, write 






2 


- 


RW 


RW 


RW 






1 


- 


- 


RW 


RW 








0 


- 


- 


- 


RW 






3 


3 


RWX 


RWX 


RWX 


RWX 


read, write, execute 






2 


- 


RWX 


RWX 
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